
Agenda 
Board of Trustees 
November 9, 2017 | 8:30 a.m.–12:00 p.m. Central 
(Please note the Schedule may be adjusted real-time should meetings conclude early and/or extend past their scheduled end time.) 

JW Marriott New Orleans 
614 Canal Street 
New Orleans, LA 70130 

Conference Room:  Ile De France Ballroom – 3rd Floor 

Call to Order 

NERC Antitrust Compliance Guidelines—Public Announcement 

Introductions and Chair’s Remarks  

Consent Agenda – Approve 

1. Minutes*

a. August 10, 2017 Meeting

2. Committee Membership and Charter Changes*

a. Operating Committee Membership and Charter Changes

b. Standards Committee Membership

c. Compliance and Certification Committee Membership

d. Critical Infrastructure Protection Committee Membership

e. Reliability Issues Steering Committee Membership

Regular Agenda 

3. Remarks and Reports

a. Remarks by Leo P. Denault, CEO, Entergy Corporation

b. Remarks by Bruce Walker, Assistant Secretary, DOE

c. Remarks by Cheryl LaFleur, Commissioner, FERC

d. Remarks by Murray Doehler, Past Chair, CAMPUT

e. President’s Report

4. Report on Semiannual Meeting of NERC Trustees and Regional Entity Boards – Information

5. Report on Board of Trustees November 7, 2017 Closed Session – Information

6. Board Committee Reports

https://www.google.com/search?rlz=1C1GGRV_enUS751US751&q=Leo+P+Denault&stick=H4sIAAAAAAAAAONgVuLSz9U3MC4vKjLPAQBo7Z5ZDgAAAA
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a. Corporate Governance and Human Resources

b. Compliance

c. Finance and Audit

i. Third Quarter Unaudited Financial Statements  ̶  Accept

d. Enterprise-wide Risk

e. Standards Oversight and Technology

f. Nominating Committee

7. Standards*

a. 2018-2020 Reliability  Standards Development Plan  – Approve

b. TPL-007-2 - Geomagnetic Disturbance Mitigation – Adopt

8. Other Matters and Reports

a. ERO Enterprise Long-Term Strategy, Operating Plan, and 2018 Metrics* – Approve

b. Compliance Monitoring and Enforcement Program Technology Project* – Approve

c. Special Assessment: Bulk Power System Impacts Due to Severe Disruptions on the Natural Gas
System*  ̶  Accept

d. Rules of Procedure Amendment—Registered Ballot Body Criteria* – Approve

e. Update of NERC Membership Roster* – Approve

f. Southwest Power Pool Regional Entity (SPP RE) Transition Update  ̶  Information

g. Geomagnetic Disturbance Research Plan Update*  ̶  Information

h. Update to Inverter Resource Performance Task Force and Level 2 Industry Recommendation* ̶
Information

i. Supply Chain Standards Implementation Update*  ̶  Information

j. E-ISAC Quarterly Update*  ̶  Information

i. GridEx Update

ii. E-ISAC Long-Term Strategy Update

iii. New Portal Overview

9. Committee Reports*

a. Operating Committee

b. Planning Committee

c. Critical Infrastructure Protection Committee

d. Member Representatives Committee

e. Personnel Certification Governance Committee

f. Standards Committee
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g. Reliability Issues Steering Committee

h. Compliance and Certification Committee

i. Electricity Subsector Coordinating Council

10. Forum and Group Reports*

a. North American Energy Standards Board

b. North American Transmission Forum

c. North American Generator Forum

11. Adjournment

*Background materials included.



Antitrust Compliance Guidelines 

I. General 
It is NERC’s policy and practice to obey the antitrust laws and to avoid all conduct that unreasonably 
restrains competition. This policy requires the avoidance of any conduct that violates, or that might 
appear to violate, the antitrust laws. Among other things, the antitrust laws forbid any agreement 
between or among competitors regarding prices, availability of service, product design, terms of sale, 
division of markets, allocation of customers or any other activity that unreasonably restrains 
competition. 

It is the responsibility of every NERC participant and employee who may in any way affect NERC’s 
compliance with the antitrust laws to carry out this commitment. 

Antitrust laws are complex and subject to court interpretation that can vary over time and from one 
court to another. The purpose of these guidelines is to alert NERC participants and employees to 
potential antitrust problems and to set forth policies to be followed with respect to activities that may 
involve antitrust considerations. In some instances, the NERC policy contained in these guidelines is 
stricter than the applicable antitrust laws. Any NERC participant or employee who is uncertain about 
the legal ramifications of a particular course of conduct or who has doubts or concerns about whether 
NERC’s antitrust compliance policy is implicated in any situation should consult NERC’s General Counsel 
immediately. 

II. Prohibited Activities
Participants in NERC activities (including those of its committees and subgroups) should refrain from 
the following when acting in their capacity as participants in NERC activities (e.g., at NERC meetings, 
conference calls and in informal discussions): 

· Discussions involving pricing information, especially margin (profit) and internal cost
information and participants’ expectations as to their future prices or internal costs.

· Discussions of a participant’s marketing strategies.

· Discussions regarding how customers and geographical areas are to be divided among
competitors.

· Discussions concerning the exclusion of competitors from markets.

· Discussions concerning boycotting or group refusals to deal with competitors, vendors or
suppliers.



· Any other matters that do not clearly fall within these guidelines should be reviewed with
NERC’s General Counsel before being discussed.

III. Activities That Are Permitted
From time to time decisions or actions of NERC (including those of its committees and subgroups) may 
have a negative impact on particular entities and thus in that sense adversely impact competition. 
Decisions and actions by NERC (including its committees and subgroups) should only be undertaken for 
the purpose of promoting and maintaining the reliability and adequacy of the bulk power system. If 
you do not have a legitimate purpose consistent with this objective for discussing a matter, please 
refrain from discussing the matter during NERC meetings and in other NERC-related communications. 

You should also ensure that NERC procedures, including those set forth in NERC’s Certificate of 
Incorporation, Bylaws, and Rules of Procedure are followed in conducting NERC business. 

In addition, all discussions in NERC meetings and other NERC-related communications should be within 
the scope of the mandate for or assignment to the particular NERC committee or subgroup, as well as 
within the scope of the published agenda for the meeting. 

No decisions should be made nor any actions taken in NERC activities for the purpose of giving an 
industry participant or group of participants a competitive advantage over other participants. In 
particular, decisions with respect to setting, revising, or assessing compliance with NERC reliability 
standards should not be influenced by anti-competitive motivations. 

Subject to the foregoing restrictions, participants in NERC activities may discuss: 

· Reliability matters relating to the bulk power system, including operation and planning matters
such as establishing or revising reliability standards, special operating procedures, operating
transfer capabilities, and plans for new facilities.

· Matters relating to the impact of reliability standards for the bulk power system on electricity
markets, and the impact of electricity market operations on the reliability of the bulk power
system.

· Proposed filings or other communications with state or federal regulatory authorities or other
governmental entities.

· Matters relating to the internal governance, management and operation of NERC, such as
nominations for vacant committee positions, budgeting and assessments, and employment
matters; and procedural matters such as planning and scheduling meetings.
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DRAFT Minutes  
Board of Trustees 
August 10, 2017 | 8:30–11:30 a.m. Eastern 

Westin Ottawa 
11 Colonel By Drive 
Ottawa, ON K1N 9H4, Canada 

Call to Order 
Mr. Roy Thilly, Chair, called to order the duly noticed open meeting of the Board of Trustees (the “Board”) 
of the North American Electric Reliability Corporation (“NERC” or the “Corporation”) in Ottawa, Canada, 
on August 10, 2017, at 8:30 a.m. Eastern, and a quorum was declared present. The agenda is attached as 
Exhibit A.  

Present at the meeting were:  

Board Members 
Frederick W. Gorbet, Chair  
Janice B. Case  
Gerald W. Cauley, President and Chief Executive Officer 
Robert G. Clarke  
Kenneth W. DeFontes, Jr.  
David Goulding  
George S. Hawkins 
Jan Schori 
Roy Thilly 

NERC Staff  
Charles A. Berardesco, Senior Vice President, General Counsel, and Corporate Secretary 
Tina Buzzard, Associate Director 
Howard Gugel, Senior Director of Standards 
Stan Hoptroff, Vice President, Chief Technology Officer, and Director of Information Technology 
Scott Jones, Vice President, Chief Financial and Administrative Officer, and Corporate Treasurer 
Mark G. Lauby, Senior Vice President and Chief Reliability Officer  
Bill Lawrence, Senior Director of E-ISAC  
Ken McIntyre, Vice President and Director of Standards and Compliance 
Sonia Mendonça, Vice President, Deputy General Counsel and Director of Enforcement  
James Merlo, Vice President and Director of Reliability Risk Management 
Timothy E. Roxey, Vice President and Chief E-ISAC Operations Officer 
Marcus H. Sachs, Senior Vice President and Chief Security Officer  
Janet Sena, Senior Vice President and Director of Policy and External Affairs 
Michael Walker, Senior Vice President and Chief Enterprise Risk and Strategic Development Officer 

Agenda Item 1a 
Board of Trustees Meeting 
November 9, 2017 
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NERC Antitrust Compliance Guidelines  
Mr. Berardesco noted the public nature of the meeting and directed the participants’ attention to the 
NERC Antitrust Compliance Guidelines, which had been included with the advance meeting materials.  
 
Welcoming Remarks 
Mr. Thilly welcomed all of the attendees, including Sergio Marchi of CEA, Mike Bardee of FERC, Pat 
Hoffman of the Department of Energy, and Murray Doehler of CAMPUT.  He noted that with the 
resignations of two Trustees, the Board had placed new members on certain committees, and Mr. 
DeFontes had agreed to serve as Chair of the Standards Oversight and Technology Committee.  Mr. Thilly 
thanked the NERC staff for all of their efforts in organizing the meetings, and complimented the improved 
quality of the presentations.  Mr. Thilly reported that before the open meeting, as is its custom, the Board 
met in closed session with NERC management, and subsequently in executive session without NERC 
management, to review NERC management activities. 
 
Consent Agenda 
Upon motion duly made and seconded, the Board approved the consent agenda as follows: 
 
Minutes 
The draft minutes for the July 8, 2017 and May 11, 2017 meetings were approved as presented to the 
Board at this meeting.  
 
Committee Membership Appointments and Charter Revisions 
 
Operating Committee 

RESOLVED, that the Board hereby appoints the following individuals to the Operating Committee 
(“OC”), each for a term of two years:  

• Meg Albright of Bonneville Power Administration, representing Federal/Provincial 
Utility/Power Authority  

• Gerry Beckerle of Ameren, representing Investor-Owned Utility  

• Robert Blohm of Keen Resources, resenting Small End-Use Electricity Customer  

• Jason Boniface of Hydro-One, representing Federal/Provincial Utility/Power Authority  

• Keith Carman of Tri-State G&T, representing Cooperative Utility  

• Kevin Conway of Intellibind Technologies, representing Large End-Use Electricity Customer  

• Stephanie Desbiens of Hydro-Quebec TransEnergie, Federal/Provincial Utility/Power 
Authority  

• James Fletcher of American Electric Power, representing Merchant Electricity Generator 

• Doug Peterchuck of Omaha Public Power District, representing State/Municipal Utility  

• Patricia Poli of Michigan Public Service Commission, representing State Government 



 

Draft Minutes – Board of Trustees Meeting 3 
August 10, 2017 

• Eric Schmitt of CAISO, representing Independent System Operator/Regional Transmission 
Organization  

• John Stephens of City Utilities of Springfield, representing Transmission Dependent Utility  
 
FURTHER RESOLVED, that the Board hereby appoints the following individual serve as Chair of the 
OC, for a term of two years: 

• Lloyd Linke, Western Area Power Administration 
 
FURTHER RESOLVED, that the Board hereby appoints the following individual serve as Vice Chair 
of the OC, for a term of two years: 

• Dave Zwergel, MISO  

Planning Committee 

RESOLVED, that the Board hereby appoints the following individuals to the Planning Committee 
(“PC”), each for a term of two years:  

• Kim Adelberg of Southern Company Services, representing Electricity Marketer  

• Jeff Billo of ERCOT, representing Independent System Operator/Regional Transmission 
Organization 

• Christine Ericson of Illinois Commerce Commission, representing State Government 

• Darryl Lawrence of Pennsylvania Office of Consumer Advocate, representing Small End-Use 
Electricity Customer 

• Matthew Luther of NRG Energy, presenting Merchant Electricity Generator 

• Paul McCurley of NRECA, representing Cooperative Utility 

• Gayle Nansel of Western Area Power Administration, representing Federal/Provincial 
Utility/Power Authority 

• Katy Onnen of Kansas City Power and Light, representing Investor-Owned Utility  

• Robert Reinmuller of Hydro One, representing Federal/Provincial Utility/Power Authority 

• Kenneth Stone of Braintree Electric Light Department, representing State/Municipal Utility 

• Carl Turner of Florida Municipal Power Agency, representing Transmission Dependent  
Utility 

 
FURTHER RESOLVED, that the Board hereby appoints the following individual serve as Chair of the 
PC, for a term of two years: 

• Brian Evans-Mongeon, Utility Services Inc. 
 

FURTHER RESOLVED, that the Board hereby appoints the following individual serve as Vice Chair 
of the PC, for a term of two years: 
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• Norman Williams, Gridliance 

 
Compliance and Certification Committee Membership  

RESOLVED, that the Board hereby approves the appointment of the following individual to serve 
as Compliance and Certification Committee representatives, for a term of three years: 

• Yee Chou, American Electric Power 
 
Critical Infrastructure Protection Committee  

RESOLVED, that the Board hereby approves the appointment of the following individual to the 
Critical Infrastructure Protection Committee, for a term of two years: 

• Pat Boody, Tampa Electric Company, replacing Paul McClay, Tampa Electric Company 
 
Proposed Revisions to the Southwest Power Pool, Inc. Bylaws 

RESOLVED, that the Board hereby approves the amended and restated Southwest Power Pool, Inc. 
Bylaws, as presented to the Board at this meeting. 

 
Appointments 
 
NERC Officers 

RESOLVED, that the Board, upon recommendation of the President and CEO and the Corporate 
Governance and Human Resources Committee, hereby appoints the following individuals as 
officers of the Corporation: 

• Scott Jones, Vice President, Chief Financial and Administrative Officer, and Corporate 
Treasurer 

• Michael Walker, Senior Vice President and Chief Enterprise Risk and Strategic Development 
Officer 

 
Standards Oversight and Technology Committee Chair 

RESOLVED that the Board hereby appoints Kenneth W. DeFontes, Jr. as Chair of the Standards 
Oversight and Technology Committee. 

 
Regular Agenda 
 
Video Remarks by the Honourable James Gordon Carr, Minister of Natural Resources 
Mr. Cauley introduced the video remarks of Minister Carr, who welcomed attendees to Ottawa, the 
center of Canada’s 150th anniversary celebrations.  He noted that NERC is central to the Canadian 
electricity markets, creating crucial certainty for the cross-border electricity market. 
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Remarks by the Honourable Sergio Marchi, President and CEO, CEA 
Mr. Cauley introduced Mr. Marchi, who stressed the importance of NERC’s work. He noted the strong 
electricity partnership with the U.S., including reliability, resilience, and a commitment to clean power 
development. He commented on the positive expansion of NERC from a bilateral relationship with Canada 
to include a trilateral relationship with Mexico. Mr. Marchi opined that changes to the power industry 
require constant consideration of new approaches, and that NERC must continue to serve as a forum to 
develop deeper partnerships.   
 
Remarks by Patricia Hoffman, Acting Assistant Secretary, Department of Energy 
Ms. Hoffman noted that she had learned a great deal from the prior day’s meetings. DOE continues to 
focus on affordability, reliability, and resiliency, noting that diversity of generation is directly linked to 
system flexibility. DOE is charged to look at regulatory reform to spur investments, including 
infrastructure investments. Ms. Hoffman noted that DOE Secretary Perry has a great interest in cyber 
security, acknowledging that the electricity sector is seen as a leader. DOE is examining gaps and 
capabilities for resilience and recovery. She also noted DOE’s work around supply chain security concerns, 
including working with industry vendors. 
 
Remarks by Murray Doehler, Chair, CAMPUT 
Mr. Doehler commented on the valuable discussion during the MRC meeting around long-term strategy.  
He complimented Mr. Walker on his presentation on corporate metrics, which helped enhance 
understanding of NERC’s mission and focus. Mr. Doehler noted the positive developments for the E-ISAC, 
which should be seen not as a cost center, but an industry-wide resource.    
 
President’s Report 
Mr. Cauley noted that relationships with Canada and Mexico are fundamental to NERC, and opined that 
he hoped that the relationships amongst the countries with respect to electricity are beyond political 
issues. Mr. Cauley expressed his thanks to Laura Hussey for her work on Mexico and Canada issues. He 
discussed NERC’s draft long-term strategic plan, noting the focus on a rapidly changing environment. Mr. 
Cauley stressed the positive movement on the cyber security supply chain standard and that the Board 
would be considering further actions to enhance the efforts.  On the E-ISAC, he stated that there has been 
a significant turning point and that it is now a truly significant part of NERC moving forward.   
 
Mr. Cauley introduced Lane Lanford, representing the Regional Entity executives, who focused his 
remarks on the significance of the CMEP Technology project, noting it is necessary in order to enhance the 
ERO Enterprise’s consistency and effectiveness.   
 
Report on Board of Trustees and Canadian Regulators Meeting 
Mr. Thilly Roy reported on the Board meeting with Canadian regulators.  He noted there is a need to 
update the memoranda of understanding with a number of provinces.  Mr. Thilly believes there is a 
shared vision of an integrated ERO for all of North America.  He expressed his appreciation for the strong 
participation of provincial representatives and Mr. Gorbet’s role on behalf of the Board on international 
matters.    
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Report on Board of Trustees August 8, 2017 Closed Session 
Mr. Thilly reported on the closed session with management on the long-term strategic plan, noting that 
the Board and management are committed to the plan being more than an extended operating plan, but 
instead a true vision for long-term development for all of the ERO Enterprise.  Therefore, it is critical that 
the Regional Entities and stakeholders are committed to the plan, particularly around key priorities.   
 
Board Committee Reports 
 
Corporate Governance and Human Resources Committee 
Mr. Clarke, Committee Chair, noted there were three mandate updates being recommended by the 
Committee.  Upon motion duly made and seconded, the following resolutions were approved: 
 

RESOLVED, that the Board, upon recommendation of the Corporate Governance and Human 
Resources Committee (the “CGHRC”), hereby approves the Enterprise-wide Risk Committee 
Mandate, as presented to the Board at this meeting, to replace the Enterprise-wide Risk 
Committee Mandate approved by the Board on February 11, 2016. 
 
FURTHER RESOLVED, that the Board, upon recommendation of the CGHRC, hereby approves the 
Finance and Audit Committee Mandate, as presented to the Board at this meeting, to replace the 
Finance and Audit Committee Mandate approved by the Board on February 11, 2016. 
 
FURTHER RESOLVED, that the Board, upon recommendation of the CGHRC, hereby approves the 
Nominating Committee Mandate, as presented to the Board at this meeting, to replace the 
Nominating Committee Mandate approved by the Board on November 4, 2010. 

 
Mr. Clarke also reported that the Committee had approved new membership for the company’s 
retirement plan committees, and had received a very positive report on employee development and 
retention, including a sharply reduced attrition rate.  
 
Compliance Committee 
Ms. Case, Committee Chair, reported on the public meeting which occurred the prior day, focused on 
alignment efforts across the ERO Enterprise.  She expressed appreciation to the ERO Enterprise staff for 
their work on alignment and to the CCC and its Chair, Patti Metro, for their work in supporting the efforts.  
She also noted the excellent report on CIP v5 implementation.   
 
Finance and Audit Committee 
Ms. Schori, Committee Chair, stated the Committee had three action items for the Board – acceptance of 
the 2017 Second Quarter 2017 Unaudited Statement of Activities, approval of the 2018 Business Plans 
and Budgets for NERC, the Regional Entities and WIRAB, and designation of authorized signatories for 
NERC accounts.  Upon motion duly made and seconded, the following resolutions were approved:  
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First Quarter 2017 Unaudited Statement of Activities 
 
RESOLVED, that the Board, upon recommendation of the Finance and Audit Committee, hereby 
accepts the NERC Second Quarter 2017 Unaudited Statement of Activities, as presented to the 
Board at this meeting. 

 
NERC, Regional Entity and WIRAB Proposed 2018 Business Plans and Budgets 
 

RESOLVED, that the Board hereby approves the following, substantially in the form presented to 
the Board at this meeting: 

i. The proposed 2018 NERC Business Plan and Budget, including the additions to, and use of, 
the Assessment Stabilization Reserve; 

ii. The proposed 2018 Business Plans and Budgets of the eight Regional Entities and the 
Western Interconnection Regional Advisory Board; and 

iii. The proposed 2018 assessments to recover the costs of the approved 2018 budgets, 
subject to adjustments to reflect final Net Energy for Load numbers, together with such 
other adjustments as may be necessary. 

 
FURTHER RESOLVED, that NERC management is hereby authorized to make the appropriate filings 
with ERO governmental authorities and take such further actions and make such further filings as 
are necessary and appropriate to effectuate the intent of the foregoing resolutions.  

 
Designation of Authorized NERC Account Signatories 
 

WHEREAS, NERC has established bank accounts and credit facilities with PNC Bank, National 
Association (“PNC”);  
 
WHEREAS, PNC requires that the Board approve resolutions designating the authorized signatories 
on such accounts and credit facilities; and  
 
WHEREAS, the Board intends to designate such required signatories and to authorize management 
to approve on behalf of the Board such forms of resolutions as are required by PNC from time to 
time to designate such signatories and to otherwise evidence the corporate approval of the bank 
accounts and credit facilities with PNC;  
 
NOW, THEREFORE, BE IT RESOLVED, that the Board hereby designates the following authorized 
signatories for each banking or similar account NERC has with PNC: 
 
Gerald W. Cauley 
Scott Jones 
Andy Sharp 
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FURTHER RESOLVED, that the each of NERC’s president and chief executive officer, chief financial 
officer, and general counsel are hereby authorized to approve such forms of resolutions as are 
requested by PNC in connection with each bank account and credit facility to evidence the 
foregoing designations and such other matters as are necessary and appropriate to maintain the 
bank accounts and existing credit facilities with PNC, and upon such approval, such resolutions 
shall be included with the records of the actions of the Board and be deemed as approved by the 
Board.   
 
FURTHER RESOLVED, that each of NERC’s president and chief executive officer, chief financial 
officer, and general counsel are authorized to take such other actions and execute such other 
documents as they deem necessary or appropriate to effectuate the foregoing resolutions. 
 

Enterprise-wide Risk Committee 
Mr. Goulding, Committee Chair, summarized the recent meeting of the Committee, including 
recommendation of mandate revisions, a review of key risk mitigation activities, including a review of the 
company’s approach to “tone at the top” and the company’s crisis action plan, and a CCC update.    
 
Standards Oversight and Technology Committee 
Mr. DeFontes, Committee Chair, noted the content of the Committee’s meeting had been reviewed at the 
MRC meeting.  
 
Nominating Committee 
Mr. Gorbet, Committee Chair, reported on the Committee’s search for two new trustees, noting the 
Committee had determined to nominate each of Ms. Schori and Mr. Hawkins for a new term.  The 
Committee has a strong slate of candidates for potential interviews.   
 
Standards 
Mr. Gugel presented on the following Reliability Standards related projects.  After discussion, and upon 
motions duly made and seconded, the Board approved the following resolutions:  
 
CIP-013-1 Cyber Security – Supply Chain Risk Management 
 

RESOLVED, that the Board hereby adopts proposed Reliability Standards CIP-005-6, CIP-010-3, and 
CIP-013-1, substantially in the form presented to the Board at this meeting. 
 
FURTHER RESOLVED, that the Board hereby approves the associated implementation plans, 
substantially in the form presented to the Board at this meeting.  
 
FURTHER RESOLVED, that the Board hereby approves the Violation Risk Factors and Violation 
Severity Levels for the proposed Reliability Standards, substantially in the form presented to the 
Board at this meeting.  
 
FURTHER RESOLVED, that the Board hereby approves the proposed retirement of Reliability 
Standards CIP-005-5 and CIP-010-2, as presented to the Board at this meeting.  
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FURTHER RESOLVED, that NERC management is hereby authorized to make the appropriate filings 
with ERO governmental authorities and take such further actions and make such further filings as 
are necessary and appropriate to effectuate the intent of the foregoing resolutions. 

 
Mr. Thilly proposed that the Board adopt resolutions setting forth its request for further efforts around 
the new standards.  Mr. Berardesco reviewed the resolutions.  Upon motion duly made and seconded, the 
Board approved the following resolutions: 
 

WHEREAS, the Board has adopted proposed Reliability Standards CIP-005-6, CIP-010-3, and CIP-
013-1, addressing cyber security supply chain risk management issues (the “Supply Chain 
Standards”), and approved the associated implementation plans;  
 
WHEREAS, the Board has solicited and considered policy input from NERC stakeholders in 
connection with the adoption of the Supply Chain Standards, including soliciting recommendations 
(i) to support effective implementation of the Supply Chain Standards, (ii) to evaluate the 
effectiveness of the Supply Chain Standards, (iii) on risks and related issues for continued study by 
NERC on a collaborative basis, and (iv) for other actions NERC should take, potentially in 
collaboration with trade forums and small system representatives, to address potential supply 
chain risks;  
 
WHEREAS, the Board, in response to the foregoing policy input and input from NERC 
management, desires to request certain actions by NERC management and stakeholders to assist 
in the implementation and evaluation of the Supply Chain Standards and other action to address 
potential supply chain risks for assets not currently subject to the Supply Chain Standards; 
 
NOW, THEREFORE, BE IT RESOLVED, the Board hereby requests that NERC management promptly 
commence appropriate preparations for implementation of the Supply Chain Standards, utilizing 
methods similar to those utilized for the implementation of the CIP v 5 reliability standards as 
deemed appropriate by NERC management, and regularly report to the Board on such activities. 
 
FURTHER RESOLVED, that the Board hereby requests that (i) NERC management, in collaboration 
with industry representatives and appropriate experts, including representatives of industry 
vendors, further study the nature and complexity of cyber security supply chain risks, including 
risks associated with low impact assets not currently subject to the Supply Chain Standards, and 
develop recommendations for follow-up actions that will best address any issues identified, and 
(ii) NERC management provide an interim report to the Board related to the foregoing by no later 
than approximately 12 months after the adoption of these resolutions and a follow-up final report 
to the Board no later than approximately 18 months after the adoption of these resolutions. 
 
FURTHER RESOLVED, the Board hereby requests that the NERC management, utilizing information 
it is authorized to use and other information collected through interactions with industry and 
governmental authorities, communicate supply chain risk developments and risks to industry and 
in connection with the efforts contemplated by the foregoing resolutions. 
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FURTHER RESOLVED, that the Board hereby requests that each of the North American 
Transmission Forum and the North American Generation Forum (the “Forums”) develop white 
papers to address best and leading practices in supply chain management, including procurement, 
specifications, vendor requirements and existing equipment management, that are shared across 
the membership of each Forum, and to the extent permissible under any applicable confidentiality 
requirements, distribute such white papers to industry. 
 
FURTHER RESOLVED, that the Board hereby requests that each of the National Rural Electric 
Cooperative Association and the American Public Power Association (the “Associations”) develop 
white papers addressing issues contemplated by the immediately preceding resolution, focusing 
on smaller entities that are not members of the Forums, for the membership of the Associations, 
and to the extent permissible under any applicable confidentiality requirements, distribute such 
white papers to industry.   
 
FURTHER RESOLVED, that the Board hereby requests that NERC management, collaborating with 
the appropriate NERC technical committees and other experts as deemed appropriate by 
management, develop a plan to evaluate the effectiveness of the Supply Chain Standards, 
including seeking input from registered entities subject to the Supply Chain Standards, and report 
back to the Board as appropriate.    

 
PRC-006-3 – Automatic Underfrequency Load Shedding NPCC Regional Variance for the Quebec 
Interconnection 
 

RESOLVED, that the Board hereby adopts proposed Reliability Standard PRC-006-3, substantially in 
the form presented to the Board at this meeting. 
 
FURTHER RESOLVED, that the Board hereby approves the associated implementation plan, 
substantially in the form presented to the Board at this meeting.  
 
FURTHER RESOLVED, that the Board hereby approves the Violation Risk Factors and Violation 
Severity Levels for the proposed Reliability Standard, substantially in the form presented to the 
Board at this meeting.  
 
FURTHER RESOLVED, that the Board hereby approves the proposed retirement of Reliability 
Standard PRC-006-2, as presented to the Board at this meeting.  
 
FURTHER RESOLVED, that NERC management is hereby authorized to make the appropriate filings 
with ERO governmental authorities and take such further actions and make such further filings as 
are necessary and appropriate to effectuate the intent of the foregoing resolutions. 

 
BAL-502-RF-03 Planning Resource Adequacy Analysis, Assessment, and Documentation 
 

RESOLVED, that the Board hereby adopts the proposed regional Reliability Standard BAL-502-RF-
03, as presented to the Board at this meeting.  
 

https://www.google.ca/url?sa=t&rct=j&q=&esrc=s&source=web&cd=1&ved=0ahUKEwj9lJL1l8jVAhUJ0IMKHeEqAc4QFggmMAA&url=https%3A%2F%2Fwww.electric.coop%2F&usg=AFQjCNEOavb8P4w8aupc1-voTKB-Gfkm7A
https://www.google.ca/url?sa=t&rct=j&q=&esrc=s&source=web&cd=1&ved=0ahUKEwj9lJL1l8jVAhUJ0IMKHeEqAc4QFggmMAA&url=https%3A%2F%2Fwww.electric.coop%2F&usg=AFQjCNEOavb8P4w8aupc1-voTKB-Gfkm7A
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FURTHER RESOLVED, that the Board hereby approves the associated implementation plan, as 
presented to the Board at this meeting.  
 
FURTHER RESOLVED, that the Board hereby approves the Violation Risk Factors and Violation 
Severity Levels for the proposed Reliability Standard, as presented to the Board at this meeting.  
 
FURTHER RESOLVED, that the Board hereby approves the proposed retirement of Reliability 
Standard BAL-502-RF-02, as presented to the Board at this meeting.  
 
FURTHER RESOLVED, that NERC management is hereby authorized to make the appropriate filings 
with ERO governmental authorities and take such further actions and make such further filings as 
are necessary and appropriate to effectuate the intent of the foregoing resolutions. 

 
PRC-006-SERC-02 Automatic Underfrequency Load Shedding Requirements 
 

RESOLVED, that the Board hereby adopts the proposed regional Reliability Standard PRC-006-
SERC-02, as presented to the Board at this meeting.  
 
FURTHER RESOLVED, that the Board hereby approves the associated implementation plan, as 
presented to the Board at this meeting.  
 
FURTHER RESOLVED, that the Board hereby approves the Violation Risk Factors and Violation 
Severity Levels for the proposed Reliability Standard, as presented to the Board at this meeting.  
 
FURTHER RESOLVED, that the Board hereby approves the proposed retirement of Reliability 
Standard PRC-006-SERC-01, as presented to the Board at this meeting.  
 
FURTHER RESOLVED, that NERC management is hereby authorized to make the appropriate filings 
with ERO governmental authorities and take such further actions and make such further filings as 
are necessary and appropriate to effectuate the intent of the foregoing resolutions 

 
Compliance Filing in Response to FERC Directive to Change BAL-002-2 VRFs 
 

RESOLVED, that the Board hereby approves the changes to the Violation Risk Factors for Reliability 
Standard BAL-002-2, Requirements R1 and R2 from “medium” to “high.” 
 
FURTHER RESOLVED, that NERC management is hereby authorized to make the appropriate filings 
with ERO governmental authorities and take such further actions and make such further filings as 
are necessary and appropriate to effectuate the intent of the foregoing resolutions. 

 
Reaffirmation of VAR-001-4.1 and VAR-002-4 Project 2016-EPR-02 Enhanced Periodic Review of Voltage 
and Reactive Standards 
 

RESOLVED, that the Board hereby adopts the reaffirmation of Reliability Standards VAR-001-4.1 
and VAR-002-4, as presented to the Board at this meeting.  
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FURTHER RESOLVED, that NERC management is hereby authorized to make the appropriate filings 
with ERO governmental authorities and take such further actions and make such further filings as 
are necessary and appropriate to effectuate the intent of the foregoing resolutions. 

 
Other Matters and Reports 
 
E-ISAC Quarterly Update 
Mr. Sachs presented the quarterly E-ISAC update, referencing the materials included in the advance 
agenda package, including various statistics, advisories and reports, a technology update, and a staffing 
update. He summarized several significant activities, including workshop sessions, progress against the E-
ISAC strategic plan, development of the new E-ISAC portal and the Cyber Hygiene and Internet Risk 
Program initiative, which is a free program that leverages an existing DHS initiative.      
 
Mr. Lawrence reported on GridSecCon, which is scheduled for October 17-20, and GridEx IV, which is 
scheduled for November 15-16.  Mr. Cauley commended Mr. Lawrence and the E-ISAC team for the 
excellence of these events.  He noted that participation is expected from senior government leaders.  Ms. 
Hoffman noted that the federal government is focusing on the E-ISAC as a critical communication forum 
with industry. 
 
Update of NERC Membership Roster 
Mr. Berardesco summarized the proposed upcoming membership renewal process, required by the NERC 
Bylaws, referencing the materials included in the advance agenda package.   
 
Committee Reports 
Representatives of the Standing Committees provided reports to the Board highlighting items from their 
written reports, which had been included with the advance meeting materials.  
 
Operating Committee 
Lloyd Linke Committee Chair, referenced the written report.  He expressed his appreciation for the Board 
approval of new Committee leadership.  He noted the Committee had reviewed and revised guidelines 
and technical documents, highlighted the work of subcommittees, and noted work on charter revisions. 
The Committee also honored Jim Case for his leadership of the Committee.    
 
Planning Committee 
Brian Evans-Mongeon, Committee Chair, referenced the written report, and thanked the Board for the 
approval of new Committee leadership.  He highlighted several items from the written report including 
continued work on the special assessment on single points of failure and the work of the Essential 
Reliabilities group.  The Committee is also considering ways to make it more effective and efficient, 
including the structure and conduct of meetings.   
 
Critical Infrastructure Protection Committee 
Marc Child, Committee Chair, summarized and highlighted portions of the written report, including work 
on CIP implementation guidance and the remote access study.     
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Member Representatives Committee 
John Twitty, MRC Chair, summarized the issues that had been discussed at the MRC meeting on the 
previous day, including the discussion around the long-term strategy and the update on the SPP Regional 
Entity dissolution.  
 
Personnel Certification Governance Committee 
Brett Hallborg, Committee Chair, referenced the written report, highlighting key activities, including a 
survey of the operator population.  The Board discussed follow up actions when an operator does not 
pass a test.   
 
Standards Committee 
Mr. Gugel presented on behalf of the Committee Chair, noted that the written report had been reviewed 
the prior day.    
 
Reliability Issues Steering Committee 
Peter Brandien, Committee Chair, noted the Committee’s follow up discussions on risk profiles, pulse 
point surveys, and the schedule for development of the next Committee report.     
 
Compliance and Certification Committee 
Patti Metro, Committee Chair, noted the Committee’s work on proposed Rules of Procedure 
amendments, serving as audit observers on an audit of NERC standards related issues, and support of 
efforts around ERO Enterprise alignment and the CMEP technology project.   
 
Electricity Subsector Coordinating Council 
Mr. Hawkins, ESCC Board Observer, reported on the recent meeting, key topics that had been discussed 
and overall industry support for NERC and the E-ISAC.  He noted the recent executive order on cyber 
security efforts.   
 
Forum and Group Reports 
 
North American Energy Standards Board (NAESB) 
No report.   
 
North American Transmission Forum 
Tom Galloway, Forum CEO, noted the importance of the RISC report and the Forum’s work on industry 
resilience.  
 
North American Generator Forum 
Allen Shriver, Forum COO, referenced the written report and thanked NERC for hosting a recent meeting 
on inverters.  
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Adjournment 
There being no further business, and upon motion duly made and seconded, the meeting was adjourned.  
 
Submitted by, 

 
Charles A. Berardesco 
Corporate Secretary 



Agenda Item 2a 
Board of Trustees Meeting 
November 9, 2017 

Operating Committee Membership and Charter Changes 

Operating Committee Membership 

Action  
The Board of Trustees is requested to approve the following appointment to the Operating 
Committee:  

• Greg Darnell of Southern Company representing Sector 7

Operating Committee Charter Changes 

Action  
The Operating Committee (OC) requests Board of Trustees (Board) approval of amendments to 
the current OC Charter, which was approved by the Board on February 9, 2017. The proposed 
revisions were approved by the OC on September 12, 2017. 

Summary 
The OC Strategic Plan Task Team (task team) was assigned with reviewing and revising the OC 
Charter. Task team members were Gerald Beckerle, Alan Bern, Keith Carman, Sidney Jackson, 
Chair Lloyd Linke, Jerry Rust and Vice Chair David Zwergel.   

At the September OC meeting, the task team presented its conclusions of its review and made 
the following revisions to the OC Charter:  

• Added “System Operator Training” to Section 2, Item 3 “Support for other NERC
programs”

• Clarifying edits and corrections throughout the Charter.

• Revised the definition of Sector 12, State Government to “This sector includes any state
government department or agency in the United States having a regulatory and/or
policy interest in the Bulk Electric System (BES).”

• Reformatted portions of Appendix 3 and added an item regarding Policy Outreach. “The
OC will continue to coordinate with the forums, policymakers, and other entities to
assure the reliability guidelines, and reference documents and lessons learned are
beneficially used throughout the industry.  The OC Strategic Plan will contain details on
the implementation of policy outreach.”
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Preface  

 
The North American Electric Reliability Corporation (NERC) is a not-for-profit international regulatory authority 
whose mission is to assure the reliability of the bulk power system (BPS) in North America. NERC develops and 
enforces Reliability Standards; annually assesses seasonal and long‐term reliability; monitors the BPS through 
system awareness; and educates, trains, and certifies industry personnel. NERC’s area of responsibility spans the 
continental United States, Canada, and the northern portion of Baja California, Mexico. NERC is the electric 
reliability organization (ERO) for North America, subject to oversight by the Federal Energy Regulatory Commission 
(FERC) and governmental authorities in Canada. NERC’s jurisdiction includes users, owners, and operators of the 
BPS, which serves more than 334 million people.  
 
The North American BPS is divided into several assessment areas within the eight Regional Entity (RE) boundaries, 
as shown in the map and corresponding table below.  

 
 

The Regional boundaries in this map are approximate. The highlighted area between SPP and SERC denotes overlap as some 
load-serving entities participate in one Region while associated transmission owners/operators participate in another. 
 

FRCC Florida Reliability Coordinating Council 

MRO Midwest Reliability Organization 

NPCC Northeast Power Coordinating Council 

RF ReliabilityFirst  

SERC SERC Reliability Corporation 

SPP RE Southwest Power Pool Regional Entity 

Texas RE Texas Reliability Entity 

WECC Western Electricity Coordinating Council 
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Section 1 – Purpose 

 
The purpose of the Operating Committee (OC) is to promote North American Bulk-Power System operational 
reliability excellence. 
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Section 2 – General Overview and Functions 

 

1. General forum 
The OC provides a general forum for aggregating ideas and interests regarding the operations of the 
interconnected Bulk-Power Systems in North America. 
 

2. Advice and recommendations 
The OC provides the Electric Reliability Organization (ERO) (stakeholders, Board of Trustees (Board), and staff) 
with advice, recommendations, and the collective and diverse opinions on matters related to interconnected 
operations to help the industry arrive at informed decisions. 
 

3. Support for other NERC programs 
The OC provides technical advice and subject matter expert support to each of the NERC program areas, and 
serves as a forum to integrate the outputs of each ERO program area, including: 

a. Reliability Assessments – Review reliability assessments, assure technical accuracy and completeness of 
results, and endorse approval of assessments to NERC’s Board. 

b. Emerging Issues and Reliability Concerns – Identify emerging issues within the electric industry, address 
issues in reliability assessments, and address other issues as assigned by the Board. 

c. Operational Analyses – Develop operational analyses, model validation, and key reliability areas, resulting 
in technically accurate and comprehensive reports addressing these areas (i.e., frequency response, 
intermittent generation, distributed energy resources (DER), etc.). Provide recommendations that 
facilitate addressing the reliability risks identified. Provide oversight, guidance, and direction to address 
key planning related issues. 

d. Standards Input – Provide technical expertise and feedback to Standard Authorization Requests (SARs) 
that have reliability-related impacts, provide foundational technical efforts that support the key reliability 
operational related standards development, coordinate effectively with the Standards Committee to 
maintain alignment on priorities of related OC efforts, develop and vet operational guidelines that align 
with approved standards with industry stakeholders, and provide reliability risk information for 
prioritization of SARs and new Reliability Standards. 

e. Metrics – Provide direction, technical oversight, and feedback on the NERC Adequate Level of Reliability 
(ALR) metrics. 

f. Event Analysis – Review all event reports to determine lessons learned and good industry practices and 
promote the dissemination of information to the industry to enhance reliability. 

g. NERC Alerts – Participate in the review and development of requests for industry actions and 
informational responses. 

h. Reliability Guidelines and Technical Reports – Develop reliability guidelines, white papers, technical 
reports and reference documents to address emerging issues and industry concerns related to system 
operations. 

i. System Operator Training – Provide necessary support and guidance to facilitate System Operator 
training. 
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4. Review and approval of the Operating Committee Strategic Plan and 
Work Plan 
The OC will develop, maintain and approve a strategic plan and associated work plan to address the functions of 
the OC. The strategic plan will be revisited as needed to maintain alignment with the NERC ERO enterprise. The 
work plan will be updated as needed to track the progress of the OC and subcommittees. 
 

5. Review of foundational changes to interconnected operations 
The OC will review and provide constructive feedback regarding foundational changes to interconnected 
operations, such as changes to the footprints of reliability coordinators, balancing authorities, transmission 
operators, Interconnections, field tests and HVDC ties, etc. 
 

6. Manage and coordinate documents such as: 

a. State of Reliability Report 

b. Technical content of the NERC Reliability Functional Model 

c. Reliability Guidelines (See Appendix 3) 

d. Reference Documents (See Appendix 3) 

e. Other documents under the purview of the Operating Committee. 
 

7. Opinions and interpretations 
The OC provides technical opinions at the industry stakeholders’ request on operating reliability concepts, 
philosophies, and standards. 
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Section 3 – Membership 

 

1. Goals 
The OC provides for balanced decision making by bringing together a wide diversity of opinions from industry 
experts with outstanding technical knowledge and experience in the area of interconnected systems operation 
reliability. 
 

2. Expectations 
OC voting members are expected to: 

a. Bring subject matter expertise to the OC; 

b. Be knowledgeable in reliable operations within their organization; 

c. Attend and participate in all OC meetings; 

d. Express their own opinions, as well as the opinions of the sector they represent, at committee meetings; 

e. Complete committee assignments; and, 

f. Inform the secretary of any changes in their status that may affect their eligibility for committee 
membership. Failure to do so in a timely manner may result in the member’s dismissal by the chair. 

 

3. Representation. 
See Appendix 1, “Committee Members” 

a. Committee members may, but need not, be NERC members. A non-voting representative must meet the 
requirements defined in Appendix 1. Voting members, with the exception of sector 11 that appoints its 
members, may hold a position in any sector in which they would be eligible for NERC membership, even 
if they are a NERC member in another sector. Questions regarding eligibility for committee membership 
will be referred to the NERC general counsel for final determination of status. 

b. To ensure adequate Canadian representation, the membership to the committee may be increased so 
that the number of Canadian voting members is equal to the percentage of the net energy for load (NEL) 
of Canada to the total NEL of the United States and Canada, times the total number of voting members 
on the committee, rounded to the next whole number. 

 

4. Selection 
With the exception of sector 11, NERC sector members will annually elect voting committee members to 
committee sectors corresponding to their NERC sector under an election process that is open, inclusive, and fair. 
The selection process will be completed in time for the secretary to send the committee membership list to the 
Board for its approval at the Board’s August meeting so that new committee members may be seated at the 
September meeting. 

a. Un-nominated voting member positions will remain vacant until the next annual or special election. If a 
vacancy in an elected sector is created by a resignation or other cause, a special election will be held 
unless it would coincide with the annual election process. Special elections shall follow the same 
procedure as the annual election. 

b. Members may not represent more than one committee sector at any one time. 

c. A particular organization, including its affiliates, may not have more than one member on the committee. 

d. If additional Canadian members are added, no more than one additional Canadian voting member shall 
be selected from a sector unless this limitation precludes the addition of the number of additional 
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Canadian voting representatives required by Section 3.3.b. In this case, no more than two additional 
Canadian voting members may be selected from the same sector. 

e. The secretary will monitor the committee selection process to ensure that membership specifications are 
met. 

f. After the secretary announces the election results, the newly elected members will serve on the 
committee pending approval by the Board. The secretary will submit the newly elected members’ names 
to the Board for approval at the Board’s next regular meeting. 

 

5. Terms 
Members’ terms are staggered, with one-half of the members’ terms expiring each year. Except for the cases 
described below, a member’s term is two years. Members may be re-elected for subsequent terms. Shorter terms 
may be required for several reasons: 

a. If two members are simultaneously selected to a sector that did not have any existing members, in order 
to stagger their terms, one member will be assigned a one-year term and the second member will be 
assigned a two-year term using a fair and unbiased method. 

b. If a member replaces a departed member between elections, the new member will assume the remaining 
term of the departed member. 

c. If a member fills a vacant member position between elections, his/her term will end when the term for 
that vacant position ends. 

 

6. Resignations, Vacancies, and Nonparticipation 

a. Members who resign will be replaced for the time remaining in the member’s term. Members will be 
replaced pursuant to Section 3.4, officers will be replaced pursuant to Section 5, and executive committee 
members will be replaced pursuant to Section 7. 

b. Newly elected or appointed members will serve on the committee pending approval by the Board. The 
secretary will submit new members’ names to the Board for approval at the Board’s next regular meeting. 

c. The committee chair will contact any member who has missed two consecutive meetings (even if the 
member has sent a proxy) to 1) seek a commitment to actively participate or 2) ask the member to resign 
from the committee. 

d. The chair may remove any member who has missed two consecutive meetings (even with a proxy). 
 

7. Proxies 
A member of the committee may give a proxy only to a person who: 

a. Meets the member’s eligibility requirements (see Section 3.3a) and is not affiliated with the same 
organization as another committee member (see Section 3.4c), or 

b. Is not another committee member, unless that committee member would represent the proxy’s sector 
instead of his/her own sector at the meeting. 

 
To permit time to determine a proxy’s eligibility, proxies must be submitted to the secretary in writing at least 
one week prior to the meeting (electronic transmittal is acceptable). Any proxy submitted after that time will be 
accepted at the chair’s discretion, provided that the chair believes the proxy meets the eligibility requirements. 
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Section 4 – Meetings 

 
See Appendix 2, “Meeting Procedures.” In the absence of specific provisions in the Charter document, the OC will 
follow Roberts Rules of Order, Newly Revised. 
 

1. Quorum 
A quorum requires two-thirds of the voting members. 
 

2. Voting 
Except for sector 11, each voting member of the committee shall have one vote on any matter coming before the 
committee that requires a vote. Sector 11 voting is specified in Appendix 1. Actions by members of the committee 
shall be approved upon receipt of the affirmative vote of two-thirds of the voting members of the committee 
present and voting, in person or by proxy, at any meeting at which a quorum is present. The chair and vice chair 
may vote. Additional voting guidelines are in Appendix 2. 
 
Voting may take place during regularly scheduled in-person meetings or may take place via electronic mail, 
facsimile or conference call. 
 

3. Antitrust Guidelines 
All persons attending or otherwise participating in the committee meeting shall act in accordance with NERC’s 
Antitrust Compliance Guidelines at all times during the meeting. A copy of the NERC Antitrust Compliance 
Guidelines statement shall be included with each meeting agenda. 
 

4. Open Meetings 
NERC committee meetings shall be open to the public, except as noted below under Confidential Sessions. 
Although meetings are open, only voting members may offer and act on motions. 
 

5. Confidential Sessions 
The chair of a committee may limit attendance at a meeting or portion of a meeting, based on confidentiality of 
the information to be disclosed at the meeting. Such limitations should be applied sparingly and on a non-
discriminatory basis as needed to protect information that is sensitive to one or more parties. A preference, where 
possible, is to avoid the disclosure of sensitive or confidential information so that meetings may remain open at 
all times. Confidentiality agreements may also be applied as necessary to protect sensitive information. 
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Section 5 – Officers 

 

1. Terms and conditions 
At its June meeting and every two years thereafter, the committee shall select a chair and vice chair from among 
its voting members by majority vote of the members of the committee to serve as chair and vice chair of the 
committee from the end of that June meeting until the end of the June meeting two years later. The newly selected 
chair and vice chair shall not be representatives of the same sector. 

a. Pending approval by the Board, the newly elected officers will assume their duties as stated above. The 
secretary will submit the names of the elected officers to the chair of the Board for approval at the Board’s 
next regular meeting. 

b. The chair and vice chair, upon assuming such positions, shall cease to act as representatives of the sectors 
that elected them as representatives to the committee and shall thereafter be responsible for acting in 
the best interests of the members as a whole. 

 

2. Selection 
The committee selects officers using the following process. The chair is selected first, followed by the vice chair. 

a. The nominating subcommittee will present its recommended candidate. 

b. The chair opens the floor for nominations. 

c. After receiving, or hearing no further nominations, the chair closes the nominating process. 

d. The committee will then vote on the candidate recommended by the nominating subcommittee, followed 
by the candidates nominated from the floor in the order in which they were nominated. The first 
candidate to garner the majority of the committee’s votes will be selected. 

e. If the committee nominates one person, that person is automatically selected as the next chair. 

f. If the committee nominates two or more persons, and none receive a majority of the committee’s votes, 
then the secretary will distribute paper ballots for the members to mark their preference. 

g. The secretary will collect the ballots. If the committee nominates three or more candidates, then the 
winner will be selected using the Instant Runoff Process. (Explained in Roberts Rules of Order). 
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Section 6 – Subcommittees 

 

1. Appointing subgroups 
The OC may appoint technical subcommittees, task forces, and working groups as needed. Once these subgroups 
have been appointed, a scope document will be developed to ensure alignment with the Operating Committee 
Charter and strategic plan. The OC will annually review the appropriateness of ongoing subcommittees, task 
forces, and working groups. 
 

2. Nominating subcommittee 
At the first regular meeting following the selection of a new committee chair, the chair will nominate, for the 
committee’s approval, a slate of five committee members from different sectors to serve as a nominating 
subcommittee. The subcommittee will: 

a. Recommend candidates for the committee’s chair and vice chair, and 

b. Recommend candidates for the executive committee’s four “at large” members. 
 



 

NERC | Operating Committee Charter | September 2017 
9 

Section 7 – Executive Committee 

 

1. Authorization 
The executive committee of the OC is authorized by the OC to act on its behalf between regular meetings on 
matters where urgent actions are crucial and full committee discussions are not practical. Ultimate OC 
responsibility resides with its full membership whose decisions cannot be overturned by the executive committee, 
and which retains the authority to ratify, modify, or annul executive committee actions. 
 

2. Membership 
The committee will elect an executive committee of six members, all from different sectors, as follows: 

a. Chair 

b. Vice-chair 

c. Four at-large members from different sectors nominated by the nominating subcommittee 
 

3. Election Process 
 The nominating subcommittee will present its slate of candidates for the four “at large” members. 

a. The chair opens the floor for additional nominations. 

b. If the Committee members nominate additional candidates, then the secretary will distribute paper 
ballots for the members to list their top four candidates. 

c. The four candidates who receive the most votes will be elected, provided that no two candidates may be 
from the same sector. 

 

4. Terms 
The executive committee will be replaced every two years, with the chair and vice chair replaced at a June meeting 
and the at-large members replaced at a September meeting. 
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Section 8 – Action Without A Meeting 

 
The OC may act by mail or electronic (facsimile or e-mail) ballot without a regularly scheduled meeting. Two- thirds 
of the members present and voting is required to approve any action. A quorum for actions without a meeting is 
two-thirds of the OC members. The OC chair or four members (each from different industry segments) may initiate 
the request for such action without a meeting. The secretary shall post a notice on the NERC website and shall 
provide OC members with a written notice (letter, facsimile, or e-mail) of the subject matter for action not less 
than five business days prior to the date on which the action is to be voted. The secretary shall distribute a written 
notice to the OC (letter, facsimile, or e-mail) of the results of such action within five business days following the 
vote and also post the notice on the NERC website. The secretary shall keep a record of all responses (e-mail, 
facsimiles, etc.) from the OC members with the OC minutes. 
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Appendix 1 – Committee Members 

 

Committee Members 
Name Definition Members 

Voting Members 

1. Investor-owned utility This sector includes any investor-owned entity with substantial 
business interest in ownership and/or operation in any of the 
asset categories of generation, transmission, or distribution. This 
sector also includes organizations that represent the interests of 
such entities. 

2 

2. State/municipal utility This sector includes any entity owned by or subject to the 
governmental authority of a state or municipality, that is engaged 
in the generation, delivery, and/or sale of electric power to end-
use customers primarily within the political boundaries of the 
state or municipality; and any entity, whose members are 
municipalities, formed under state law for the purpose of 
generating, transmitting, or purchasing electricity for sale at 
wholesale to their members. This sector also includes 
organizations that represent the interests of such entities. 

2 

3. Cooperative utility This sector includes any non-governmental entity that is 
incorporated under the laws of the state in which it operates, is 
owned by and provides electric service to end- use customers at 
cost, and is governed by a board of directors that is elected by the 
membership of the entity; and any non-governmental entity 
owned by and which provides generation and/or transmission 
service to such entities. This sector also includes organizations 
that represent the interests of such entities. 

2 

4. Federal or provincial 
utility/Federal Power 
Marketing Administration 

This sector includes any U.S. federal, Canadian provincial, or 
Mexican entity that owns and/or operates electric facilities in any 
of the asset categories of generation, transmission, or 
distribution; or that functions as a power marketer or power 
marketing administrator. This sector also includes organizations 
that represent the interests of such entities. 
One member will be a U.S. federal entity and one will be a 
Canadian provincial entity. 

2 

5. Transmission dependent 
utility 

This sector includes any entity with a regulatory, contractual, or 
other legal obligation to serve wholesale aggregators or 
customers or end-use customers and that depends primarily on 
the transmission systems of third parties to provide this service. 
This sector also includes organizations that represent the 
interests of such entities. 

2 

6. Merchant electricity 
generator 

This sector includes any entity that owns or operates an 
electricity generating facility that is not included in an investor-
owned utility’s rate base and that does not otherwise fall within 
any of sectors (i) through (v). This sector includes but is not 
limited to cogenerators, small power producers, and all other 
non-utility electricity producers such as exempt wholesale 
generators who sell electricity at wholesale. This sector also 

2 
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Committee Members 
Name Definition Members 

includes organizations that represent the interests of such 
entities. 

7. Electricity marketer This sector includes any entity that is engaged in the activity of 
buying and selling of wholesale electric power in North America 
on a physical or financial basis. This sector also includes 
organizations that represent the interests of such entities. 

2 

8. Large end-use electricity 
customer 

This sector includes any entity in North America with at least one 
service delivery taken at 50 kV or higher (radial supply or facilities 
dedicated to serve customers) that is not purchased for resale; 
and any single end-use customer with an average aggregated 
service load (not purchased for resale) of at least 50,000 MWh 
annually, excluding cogeneration or other back feed to the 
serving utility. This sector also includes organizations that 
represent the interests of such entities. 

2 

9. Small end-use electricity 
customer 

This sector includes any person or entity within North America 
that takes service below 50 kV; and any single end- use customer 
with an average aggregated service load (not purchased for 
resale) of less than 50,000 MWh annually, excluding cogeneration 
or other back feed to the serving utility. This sector also includes 
organizations (including state consumer advocates) that 
represent the interests of such entities. 

2 

10. Independent system 
operator/Regional 
transmission organization 

This sector includes any entity authorized by the Commission to 
function as an independent transmission system operator, a 
Regional transmission organization, or a similar organization; 
comparable entities in Canada and Mexico; and the Electric 
Reliability Council of Texas or its successor. This sector also 
includes organizations that represent the interests of such 
entities. 

2 

11. Regional Entity This sector includes any Regional Entity as defined in Article I, 
Section 1, of the Bylaws of the corporation. In aggregate, this 
sector will have voting strength equivalent to two members. The 
voting weight of each Regional member’s vote will be set such 
that the sum of the weight of all available Regional Entity 
members’ votes is two votes. 

2 

12. State government This sector includes any state government department or agency 
in the United States having a regulatory and/or policy interest in 
the Bulk Electric System (BES).  

2 

Officers Chair and Vice Chair 2 

Non-Voting Members 

Government Representatives This sector includes any federal, state, or provincial government department 
or agency in North America having a regulatory and/or policy interest in 
wholesale electricity. Entities with regulatory oversight over the Corporation 
or any Regional Entity, including U.S., Canadian, and Mexican federal agencies 
and any provincial entity in Canada having statutory oversight over the 
Corporation or a Regional Entity with respect to the approval and/or 
enforcement of Reliability Standards, may be non-voting members of this 
sector. 

United States federal government 2 
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Committee Members 
Name Definition Members 

Canadian federal government 1 

Provincial government 1 

Secretary The committee secretary will be seated at the committee table 1 

Subcommittee Chairs The chairs of the subcommittees will be seated at the committee 
table. 
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Appendix 2 – Meeting Procedures 

 

1. Voting Procedures for Motions 

a. The default procedure is a voice vote. 

b. If the chair believes the voice vote is not conclusive, the chair may call for a show of hands. 

c. The chair will not specifically ask those who are abstaining to identify themselves when voting by voice 
or a show of hands. 

d. The committee may conduct a roll-call vote in those situations that need a record of each member’s vote. 

i. The committee must approve conducting a roll call vote for the motion. 

ii. The secretary will call each member’s name. 

iii. Members answer “yes,” or “no,” but may answer “present” if they wish to abstain from voting. 
 

2. Minutes 

a. Meeting minutes are a record of what the committee did, not what its members said. 

b. Minutes should list discussion points where appropriate, but should usually not attribute comments to 
individuals. It is acceptable to cite the chair’s directions, summaries, and assignments. 

c. Do not list the person who seconds a motion. 

d. Do not record (or even ask for) abstentions. 
 

3. Minority Opinions 
All Committee members are afforded the opportunity to provide alternative views on an issue. The meeting 
minutes will provide an exhibit to record minority opinions. The chair shall report both the majority and any 
minority views in presenting results to the Board. 
 

4. Personal Statements 
The minutes will also provide an exhibit to record personal statements. 
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Appendix 3 –Approval Process for Deliverables 

 

1. Reliability Guidelines. 
Reliability guidelines are documents that suggest approaches or behavior in a given technical area for the purpose 
of improving reliability. Reliability guidelines are not binding norms or mandatory requirements. Reliability 
guidelines may be adopted by a responsible entity in accordance with its own facts and circumstances.1

 

a. Approval of Reliability Guidelines 

Because reliability guidelines contain suggestions that may result in actions by responsible entities, those 
suggestions must be thoroughly vetted before a new or updated guideline receives approval by the OC. 
The process described below will be followed by the OC: 

i. New/updated draft guideline approved for industry posting. The OC approves for posting for industry 
comment the release of a new or updated draft guideline developed by one of its subgroups or the 
committee as a whole. 

ii. Post draft guideline for industry comment. The draft guideline is posted as “for industry-wide 
comment” for forty-five (45) days. If the draft guideline is an update, a redline version against the 
previous version must also be posted. 

iii. Post industry comments and responses. After the public comment period, the OC will post the 
comments received as well as its responses to the comments. The committee may delegate the 
preparation of responses to a committee subgroup. 

iv. New/updated guideline approval and posting. A new or updated guideline which considers the 
comments received, is approved by the OC and posted as “Approved” on the NERC website. Updates 
must include a revision history and a redline version against the previous version. 

v. Guideline updates. After posting a new or updated guideline, the OC will continue to accept 
comments from the industry via a web-based forum where commenters may post their comments. 

(1) Each quarter, the OC will review the comments received. At any time, the OC may decide to 
update the guideline based on the comments received or on changes in the industry that 
necessitate an update. 

(2) Updating an existing guideline will require that a draft updated guideline be approved by the OC 
in the above steps.  

b. Review of Approved Reliability Guidelines 

Approved reliability guidelines shall be reviewed for continued applicability by the OC at a minimum of 
every third year since the last revision 

 

2. Reference Documents 
Reference documents provide information in a given technical area for the purpose of improving reliability. 
Reference documents are not binding norms or mandatory requirements.  

Approval of reference documents. 

Because reference documents contain suggestions that may result in actions by responsible entities, 
those suggestions must be thoroughly vetted by the committee before a new or updated reference 
document receives approval by the OC.  

                                                           
1 Standards Committee authorization is required for a reliability guideline to become a supporting document that is posted with or 

referenced from a NERC Reliability Standard. See Appendix 3A in the NERC’s Rules of Procedure under “Supporting Documents.” 
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Approved reference documents shall be reviewed for continued applicability by the OC at a minimum of 
every third year since the last revision. Any comments received from industry since the last revision will 
be considered during the review. 

 

3. Policy Outreach 
The OC will continue to coordinate with the forums, policymakers, and other entities to assure the reliability 
guidelines, reference documents and lessons learned are beneficially used throughout the industry.  The OC 
Strategic Plan will contain details on the implementation of policy outreach. 
 
 
  
 



Agenda Item 2b 
Board of Trustees Meeting 
November 9, 2017 

Standards Committee Membership 

Action  
The Board of Trustees is requested to approve the following leadership appointments to the 
Standards Committee for a term of two years:  

• Mr. Andrew Gallo of City of Austin dba Austin Energy to serve as Chair

• Ms. Amy Casuscelli of Xcel Energy to serve as Vice Chair



Agenda Item 2c 
Board of Trustees Meeting 
November 9, 2017 

Compliance and Certification Committee Membership 

Action 
Approve 

Summary 
The Compliance and Certification Committee (CCC) is recommending that the Board of Trustees 
(Board) approve the appointments of two new CCC representatives and one re-appointment. 
All appointments are for a three-year term effective upon the date of Board approval. 

The CCC respectfully requests the Board approve the following membership appointments: 

• Lisa Milanes of California Independent System Operator, representing RE- WECC

• Steve McElhaney of Cooperative Energy, representing RE-SERC

• Jodirah Green of ACES Power representing Electricity Marketer



Agenda Item 2d
Board of Trustees Meeting 
November 9, 2017 

Critical Infrastructure Protection Committee Membership 

Action 
Approve 

Background 
The Critical Infrastructure Protection Committee (CIPC) is recommending that the Board of 
Trustees (Board) approve the following appointments for the CIPC Executive Committee  
representatives.  All appointments are for a two-year term effective upon the date of Board 
approval. 

• Marc Child, CIPC Chair, representing Great River Energy

• David Revill, CIPC Vice Chair, representing Georgia Systems Operations Corporations,

• David Grubbs, CIPC Vice Chair, representing the City of Garland / Garland Power and
Light replacing Nathan Mitchell, representing American Public Power Association



Agenda Item 2e 
Board of Trustees Meeting 
November 9, 2017 

Reliability Issues Steering Committee Membership 

Action 
Approve 

Summary 
Brian Murphy, the current chair of the Standards Committee (SC), serves on the Reliability 
Issues Steering Committee representing the SC. As of January 1, Andrew Gallo will be the new 
SC chair. As the annual appointments to the RISC do not occur until February, to ensure a 
seamless transition, the Board is requested to approve the appointment of Andrew Gallo to fill 
the remainder of Brian Murphy’s term ending January 31, 2018 as the SC representative on the 
RISC. 



Agenda Item 7a 
Board of Trustees Meeting 
November 9, 2017 

2018-2020 Reliability Standards Development Plan 

Action 
Approve the 2018-2020 Reliability Standards Development Plan (RSDP). 

Background  
The 2018-2020 RSDP focuses on periodic reviews, Federal Energy Regulatory Commission 
directives, emerging risks, Standard Authorization Requests, and the standards grading 
initiative. The RSDP also includes time frames and anticipated resources for each project under 
development as well as considerations for cost effectiveness. NERC and the Standards 
Committee will continue to work with the other NERC committees and task forces to bridge any 
potential reliability gaps and risks.  

The 2018-2020 RSDP was posted for a 30-day public comment period from June 26, 2017 
through July 25, 2017. Modifications were made to the RSDP based on industry comments. The 
Standards Committee endorsed the RSDP at its September 7, 2017 meeting. 

Additional Information 
A link to the 2018-2020 RSDP is included for reference: 2018-2020 RSDP. 

http://www.nerc.com/pa/Stand/Standards%20Development%20Plan%20Library/2018-2020_RSDP_For_Board_Adoption_10192017.pdf


Agenda Item 7b 
Board of Trustees Meeting 
November 9, 2017 

Project 2013-03 Geomagnetic Disturbance Mitigation 

Action 
Adopt the following standard documents and authorize staff to file with applicable regulatory 
authorities: 

• Reliability Standard

TPL-007-2 – Transmission System Planned Performance for Geomagnetic Disturbance
Events
[Clean] [Redline to last approved]

• Violation Risk Factors (VRFs) and Violation Severity Levels (VSLs)
[VRF/VSL Justification]

• Implementation Plan
[Implementation Plan]

• Definitions
None

• Retirements
[TPL-007-1]

Background 
Reliability Standard TPL-007-2 would establish requirements for Transmission system planned 
performance during geomagnetic disturbance (GMD) events. The proposed standard would 
apply to Planning Coordinators, Transmission Planners, Transmission Owners, and Generator 
Owners that own Facility(ies) that include “power transformer(s) with a high side, wye-
grounded winding with terminal voltage greater than 200 kV.” 

The proposed standard addresses Federal Energy Regulatory Commission (FERC) directives. In 
particular, in Order No. 830, FERC approved TPL-007-1 and directed NERC to develop 
modifications to that standard regarding: 

• The benchmark GMD event definition used for GMD Vulnerability Assessments as it
pertains to GMD Vulnerability Assessments and transformer thermal impact
assessments, so that the definition is not based solely on spatially-averaged data;

• Collection of GMD-related data; and

• Deadlines for Corrective Action Plans (CAPs) and GMD mitigating actions called for in
CAPs.1

Consistent with directives in Order No. 830, the proposed standard would require that 
applicable entities perform supplemental GMD Vulnerability Assessments based on the 
supplemental GMD event. The supplemental GMD event is not based on spatially-averaged 
data. The proposed standard would further require that applicable entities implement a 

1 Other directives pertained to the collection of GMD-related data pursuant to Section 1600 of the NERC Rules of Procedure and 
the submission of a GMD research work plan. 

http://www.nerc.com/pa/Stand/Project201303GeomagneticDisturbanceMitigation/TPL-007-2_Draft_2_2017_October_Clean.pdf
http://www.nerc.com/pa/Stand/Project201303GeomagneticDisturbanceMitigation/TPL-007-2_Draft_2_2017_October_Redline_to_Last_Approved.pdf
http://www.nerc.com/pa/Stand/Project201303GeomagneticDisturbanceMitigation/TPL-007-2_VRF_VSL_Justification_2017_October_Clean.pdf
http://www.nerc.com/pa/Stand/Project201303GeomagneticDisturbanceMitigation/Implementation%20Plan_2017_October_Clean.pdf
http://www.nerc.com/_layouts/PrintStandard.aspx?standardnumber=TPL-007-1&title=Transmission%20System%20Planned%20Performance%20for%20Geomagnetic%20Disturbance%20Events&jurisdiction=United%20States


process to obtain geomagnetically-induced currents (GIC) monitor and geomagnetic field data. 
Last, the proposed standard would impose deadlines for CAPs that mitigate benchmark GMD 
events not meeting the steady state planning requirements. 
 
FERC Order No. 830 Directives 
Excerpts from the key directives in Order No. 830 are provided below. A complete listing of all 
directives and resolutions is available in the Consideration of Directives document on the 
project page: [Consideration of Directives] 

 
[T]he Commission, as proposed in the NOPR, directs NERC to develop revisions to the 
benchmark GMD event definition so that the reference peak geoelectric field amplitude 
component is not based solely on spatially-averaged data. (P. 44) 
 
Consistent with our determination above regarding the reference peak geoelectric field 
amplitude value, the Commission directs NERC to revise Requirement R6 to require 
registered entities to apply spatially averaged and non-spatially averaged peak 
geoelectric field values, or some equally efficient and effective alternative, when 
conducting thermal impact assessments. (P. 65) 
 
[The Commission] directs NERC to develop revisions to Reliability Standard TPL-007-1 to 
require responsible entities to collect GIC monitoring and magnetometer data as 
necessary to enable model validation and situational awareness, including from any 
devices that must be added to meet this need. (P. 88) 
 
The Commission directs NERC to modify Reliability Standard TPL-007-1 to include a 
deadline of one year from the completion of the GMD Vulnerability Assessments to 
complete the development of corrective action plans. (P. 101) 
 
The Commission also directs NERC to modify Reliability Standard TPL-007-1 to include a 
two-year deadline after the development of the corrective action plan to complete the 
implementation of non-hardware mitigation and four-year deadline to complete 
hardware mitigation. (P. 102) 

 
Standard Development Process 
The initial ballot of the TPL-007-1 standard resulted in approval percentage of 72.67 percent. 
The proposed standard was posted for final ballot on October 16, 2017 through October 26, 
2017. Results from the final ballot will be presented to the NERC Board of Trustees at the 
November meeting. 
 
Cost Effectiveness 
The standard drafting team (SDT) sought stakeholder input on the cost effectiveness of the 
proposed standard during commenting. The vast majority of stakeholders did not comment on 
the cost effectiveness of the standard. However, some stakeholders were concerned that the 
incremental costs of first-of-its-kind modeling to address such rare events would not be 
commensurate with the potential impacts. Based on costs, one entity proposed a trial period 
for industry to gain understanding and knowledge of GMD before implementing the standard. 
The SDT believes the proposed standard addresses the directives in a cost-effective manner, 
and that the additional study of the supplemental GMD event required by TPL-007-2 will not 
result in a significant cost increase to applicable entities. 

http://www.nerc.com/pa/Stand/Project201303GeomagneticDisturbanceMitigation/Consideration_of_Directives_June2017.pdf


 
Minority Issue 
Certain Canadian stakeholders proposed that Reliability Standard TPL-007-2 allow entities to 
develop independent GMD assessment methods based on individual technical research 
associated with their specific systems. After careful consideration of these comments, the SDT 
determined that the approved benchmark GMD event and proposed supplemental GMD event 
for use in North American continent-wide Reliability Standards require material levels of high 
fidelity magnetometer data collected over a long period of time. Due to lack of North American 
continent-wide data, the standard was developed using the Intermagnet dataset from northern 
Europe as the largest, highest fidelity dataset available. The dataset is composed of 
magnetometer measurements collected over the course of 15-18 years, and provides a solid 
statistical baseline for the benchmark GMD event. Permitting applicable entities to use actual 
data from a limited number of measurements could undermine the goals of the standard due 
to the small sample size and may be insufficiently conservative or statistically unreliable on a 
North American continent-wide basis.  
 
Additional Information 
A link to the project history and files is included here for reference: 
[Project 2013-03 Geomagnetic Disturbance Mitigation] 

• Reliability Standard Audit Worksheet (RSAW) 
[TPL-007-1 Draft RSAW] 

http://www.nerc.com/pa/Stand/Pages/Project-2013-03-Geomagnetic-Disturbance-Mitigation.aspx
http://www.nerc.com/pa/Stand/Project201303GeomagneticDisturbanceMitigation/Draft_RSAW%20TPL-007-2_Clean_072017.pdf


Agenda Item 8a 
Board of Trustees Meeting 
November 9, 2017 

ERO Enterprise Long-Term Strategy, Operating Plan, and 2018 Metrics 

Action 
Approve the ERO Enterprise Long-Term Strategy, Operating Plan, and 2018 Metrics. 

Summary 
As will be discussed during agenda item 7 at the Member Representatives Committee meeting 
on November 8, 2017, and reflected in the supporting background materials for that agenda 
item, management is recommending Board of Trustees (Board) approval of the proposed ERO 
Enterprise Long-Term Strategy, ERO Enterprise Operating Plan, and 2018 ERO Enterprise 
Metrics. Since the long-term strategy and operating plan reference recommendations from the 
draft Reliability Issues Steering Committee (RISC) ERO Reliability Risk Priorities report (RISC 
report) that is still under development, Board approval of these documents will be subject to 
further review and updating as necessary after the final RISC report is finalized and submitted 
to the Board for acceptance in February 2018.  

http://www.nerc.com/AboutNERC/StrategicDocuments/ERO%20Enterprise%20Long-Term%20Strategy%20-%20Clean.pdf
http://www.nerc.com/AboutNERC/StrategicDocuments/ERO%20Enterprise%20Long-Term%20Strategy%20-%20Clean.pdf
http://www.nerc.com/AboutNERC/StrategicDocuments/ERO%20Enterprise%20Operating%20Plan%20-%20Clean.pdf
http://www.nerc.com/AboutNERC/StrategicDocuments/ERO%20Enterprise%20Operating%20Plan%20-%20Clean.pdf
http://www.nerc.com/AboutNERC/StrategicDocuments/ERO%20Enterprise%20Operating%20Plan%20-%20Clean.pdf


Agenda Item 8b 
Board of Trustees Meeting 
November 9, 2017 

Compliance Monitoring and Enforcement Program Technology Project 

Action 
Approve 

Summary 
The NERC Board of Trustees will be asked to approve the Compliance Monitoring and 
Enforcement Program (CMEP) Technology Project upon the recommendation of the Standards 
Oversight and Technology Committee.        



Agenda Item 8c 
Board of Trustees Meeting 
November 9, 2017 

NERC Special Reliability Assessment: Potential BPS Impacts Due to Severe 
Disruptions on the Natural Gas System 

Action 
Approve 

Background 
North America is experiencing a large shift in its electric generating resources with the ongoing 
retirements of coal-fired and nuclear capacity coupled with growth in natural gas, wind, and 
solar resources. Regulatory rulings and state renewable portfolio standards are significant 
drivers for the development of more renewable energy resouces while historically low natural 
gas prices and other factors are contributing to a large increase in the development of natural 
gas-fired resources. Some areas within North America now meet their peak electric demand 
with greater than 60 percent of that sourced from natural gas-fired electric generation. 

This growing interdependence of the natural gas and electric infrastructure has resulted in new 
operational and planning reliability challenges. For example, when the Aliso Canyon natural gas 
storage facility in Southern California became unavailable as a result of a natural gas leak, it 
underscored not only the reliance on natural gas to meet electric demand, but also how the 
disruption of a key natural gas infrastructure component can impact BPS reliability.  

In this assessment NERC worked with a NERC advisory group to evaluate existing studies around 
contingency planning for the loss of critical natural gas infrastructure. NERC also conducted an 
analysis around critical gas storage facilities and areas of dense natural gas generation. The 
analysis used existing case studies provided by NERC assessment areas to conduct a power flow 
analysis incorporating the loss of critical natural gas infrastructure. 

Through NERC’s study and the coordination with an advisory group, NERC developed the 
following key findings: 

Key Findings 

• Aliso Canyon has unique operating characteristics that differentiate it from most natural
gas storage facilities.

• NERC’s power-flow simulation demonstrates that 18 out of 19 areas studied experience
transmission or operational challenges during an extreme event.

• The demand for natural gas storage has increased significantly and has altered the
traditional operations of these facilities in order to meet electric demand.

• Firm natural gas pipeline transportation provides the highest level of reliability for
natural gas delivery.

• Natural gas supply sources have become more diversified reducing the likelihood of
natural gas infrastructure outagges affecting electric generation.

• Comprehensive planning by Planning Coordinators can significantly increase system
resiliency.



 
 

                       Agenda Item 8d 
 Board of Trustees Meeting 

     November 9, 2017 
 

Rules of Procedure Amendments – Registered Ballot Body Criteria 
(Proposed Revisions to Rules of Procedure Appendix 3D)   

 
Action 
Approve proposed revisions to Appendix 3D (Registered Ballot Body Criteria) to the North 
American Electric Reliability Corporation (“NERC”) Rules of Procedure (“ROP”) and direct staff to 
file the revised ROP with the Applicable Governmental Authorities for approval.   
 

Attachment 1 Redline Changes to Appendix 3D 
 

Attachment 2 Consideration of Comments   
 

Background 
Pursuant to Section 305 of the NERC ROP, NERC Reliability Standards must be approved by a 
Registered Ballot Body (“RBB”) prior to submittal to the NERC Board of Trustees and then to 
applicable governmental authorities for their approval. The RBB votes by segments designed 
along functional or business lines and help ensure broad participation from representatives of 
the industry in each ballot pool that votes on Reliability Standards. The RBB is the aggregation of 
all entities or individuals that qualify for one of the segments approved by the Board of Trustees 
and are registered with NERC as potential ballot participants in the voting on proposed Reliability 
Standards. The RBB consists of the following 10 segments: (1) Transmission Owners; (2) 
Independent System Operators (“ISOs”) and Regional Transmission Organizations (“RTOs”); (3) 
Load-Serving Entities; (4) Transmission Dependent Utilities; (5) Electric Generators; (6) Electricity 
Brokers, Aggregators, and Marketers; (7) Large Electricity End Users; (8) Small Electricity Users; 
(9) Federal, State, and Provincial Regulators or Other Government Entities; and (10) Regional 
Entities. Appendix 3D of the ROP defines the specific criteria for membership in each Registered 
Ballot Body Segment. Under the currently-effective version of Appendix 3D, any individual or 
entity, such as a consultant or vendor, providing products or services related to Bulk Power 
System reliability within the previous 12 months to another entity eligible to join Segments 1 
through 7 shall be qualified to join any one Segment for which one of the entities receiving those 
products or services is qualified.  

NERC is proposing revisions to Appendix 3D to limit Segment 2 to include only ISOs and RTOs and 
exclude other individuals and entities, such as consultants or vendors, from participating in 
Segment 2. After review of the Segment Qualification Guidelines and the weighted vote structure 
of the RBB at the request of stakeholders, NERC determined that ISO/RTO votes in Segment 2, 
given the limited number of ISO/RTOs in North America, could be diluted in a manner that does 
not adequately represent the positions of ISOs/RTOs should other individuals or entities join 
Segment 2. Given the current structure of the electric industry, the number of RTOs and ISOs is 
not likely to change or grow significantly. Therefore, allowing non-ISO/RTO individuals or entities 
to join Segment 2 risks diluting the votes disproportionately in that Segment as compared to the 
larger Segments. To ensure ISO/RTO votes are properly represented in ballot pools, NERC 
proposes revising Appendix 3D to limit membership in Segment 2 to only RTOs and ISOs. 
Currently, there are no non-ISOs/RTO members in Segment 2. Non-ISO/RTO individuals or 

http://www.nerc.com/FilingsOrders/us/RuleOfProcedureDL/Attachment%201_ROP_Revisions_Oct2017.pdf
http://www.nerc.com/FilingsOrders/us/RuleOfProcedureDL/Attachment%202_ROP_Revisions_Oct2017.pdf


 
 

entities may continue to join Segment 8 (Small Electricity Users) or another Segment in which an 
entity to whom reliability services are provided belongs. 
 
Summary of Proposed Revisions to Appendix 3D  

• In proposed Appendix 3D, NERC removes the note on the cover page regarding the term 
“Load”.  

• In proposed Appendix 3D, Segment Qualification Guideline 2, NERC capitalized the first 
wo letters of the term “Transmission Owners”. 

• In proposed Appendix 3D, Segment Qualification Guideline 4, NERC removes Segment 2 
from the list of Segments for which a consultant or vendor is eligible to join and makes a 
grammatical revision by removing “to join” from the guideline.  

• In proposed Appendix 3D, Segment 1, Criterion b, NERC capitalized the first letter of 
“Owners” in the term “Transmission Owners”. 

• In proposed Appendix 3D, Segment 7, Criterion b, NERC removes the highlights from the 
term “Load”. 

• In proposed Appendix 3D, Segment 8, Criterion b, NERC removes the highlights from the 
term “Load”. 

• In proposed Appendix 3D, Segment 8, Criterion e, NERC removes Segment 2 from the list 
of Segments for which a consultant or vendor is eligible to join and makes a grammatical 
revision by removing “to join” from the criterion.  
 

Public Comment Period  
NERC publicly posted the revisions to Appendix 3D on June 26, 2017 for the required 45-day 
comment period. NERC received six sets of comments from industry stakeholders in response to 
the posting, which closed on August 10, 2017.  
 
Each of the comments received are summarized and addressed in Attachment 2, through the 
hyperlink provided above.  The full comments from stakeholders are also posted on the ROP page 
of the NERC website.   
    
This agenda item and accompanying materials were posted on the NERC website on October 25, 
2017, at least 15 days prior to consideration of these revisions by the Board of Trustees, as 
contemplated in NERC’s process for proposed ROP revisions.    

http://www.nerc.com/AboutNERC/Pages/Rules-of-Procedure.aspx


Agenda Item 8e 
Board of Trustees Meeting 
November 9, 2017 

Update of NERC Membership Roster 

Action  
Establish the date by which all NERC members must submit their registration renewals, and 
authorize the plan submitted by NERC management for the renewal of NERC membership by all 
NERC members. 

Background 
As set forth in Article II, Section 2 of the NERC Bylaws: 

From time to time, the board shall establish a date by which members shall 
submit their registration renewals.  All members shall be required to renew their 
registrations within 30 calendar days of a request by the secretary of the 
Corporation, using a registration renewal form prescribed by the board.  The 
secretary of the Corporation shall remove from the roster of members of the 
Corporation any member that has not submitted a registration renewal within 30 
days following a date established by the board.  The secretary shall notify any 
member that is removed from the roster of members of such removal, by notice 
sent to such former member’s last known address on the records of the 
Corporation. 

Membership in NERC allows the entity or individual to participate in NERC’s governance.  
Specifically, the NERC members elect the sector representatives on the Member 
Representatives Committee (MRC).  The MRC elects the Chair and Vice-Chair of the MRC, elects 
the independent trustees on the NERC Board, votes jointly with the NERC Board on 
amendments to the Corporation’s Bylaws, and provides advice to the NERC Board on the 
annual business plan, budget, and other matters.  A sample letter to be sent to all NERC 
members is included as Attachment 1 to this item. 

To implement the provisions set forth in the NERC Bylaws, NERC management proposes 
the following schedule: 

January 8, 2018 Corporate Secretary sends registration renewal request to current 
members 

January 23, 2018 Reminder sent to current members 

February 7, 2018 Deadline for submission of registration renewals 

March 2, 2018 Board-established deadline, 30-days after which a member may be 
removed from the roster for non-renewal of its membership 

March 17, 2018 Notice of possible removal from NERC Membership roster for 
failure to  re-register  

mailto:http://www.nerc.com/gov/Annual%20Reports/NERC_Bylaws-Effective-10142009.pdf


   

April 2, 2018 Date on which a member may be removed from the membership 
roster for non-renewal of membership 

 
Membership in NERC is voluntary and is open to any person or entity that has an interest in the 
reliable operation of the North American Bulk Power System. The Bylaws establish two 
conditions for NERC membership. 
 

1. A member must agree to accept the responsibility to promote, support, and comply 
with the purposes and policies of the Corporation as set forth in its Certificate of 
Incorporation, Bylaws, Rules of Procedure, and Reliability Standards as from time to 
time adopted, approved, or amended. 
 

2. As an additional condition of membership in the Corporation, each person or entity 
registering as a member shall be required to execute an agreement with the 
Corporation, in a form to be specified by the board, that such person or entity will hold 
all trustees, officers, employees, and agents of the Corporation, as well as volunteers 
participating in good faith in the activities of the Corporation, harmless, to the extent 
permitted by Federal or provincial laws, regulations and rules, for any injury or damage 
to that member caused by any act or omission of any trustee, officer, employee, agent, 
or volunteer in the course of performance of his or her duties on behalf of the 
Corporation, other than for acts of gross negligence, intentional misconduct, or a breach 
of confidentiality. 

 
Members may register into one of twelve membership sectors: 

(i)  Investor-owned utility; 

(ii)  State/Municipal utility; 

(iii)  Cooperative utility; 

(iv)  Federal or Provincial utility/Power marketing administration; 

(v)  Transmission-dependent utility; 

(vi)  Merchant electricity generator; 

(vii) Electricity marketer; 

(viii) Large end-use electricity customer; 

(ix)  Small end-use electricity customer; 

(x)  Independent system operator/Regional transmission organization; 

(xi)  Regional entity; or 

(xii) Government representatives. 
 
Note that this restriction is in contrast to the Registered Ballot Body for standards 
development, where entities may register in each segment in which they have a business 
interest.  A member may elect to be assigned to any sector so long as membership in that 
sector is consistent with the member’s business or other activities.  A corporation and its 
affiliates are considered a single member and may register in only one sector, which may be 
any single sector for which the corporation or any of its affiliates is eligible.  A consultant, 
attorney, agent, vendor, trade or industry association, state, provincial or local consumer 



   

advocate organization that provides services to or otherwise represents the interests of the 
members of one or more sectors may elect to be assigned to one such sector. 
 
Members must renew their registration online.  An early step in that process will be to indicate 
agreement with the two conditions imposed for membership in NERC.  No one will be able to 
complete the membership renewal without agreeing to those two conditions.  The online 
membership application constitutes the written agreement required by the Bylaws.  
Instructions for using NERC’s online membership application form will be posted on the NERC 
website. 
 
NERC staff will send e-mails to each NERC member on or about January 8, 2018, requesting that 
each individual or entity verify their membership and/or update their registration information 
on file, as appropriate.  The email will include the current information that NERC has on file for 
that entity or individual.  If NERC has not received a response by April 2, 2018, the Corporate 
Secretary will notify the member that they have been removed from the NERC membership 
roster.  NERC staff will also send reminders as indicated. 
 
An entity that has been removed may rejoin the membership roster at any time by completing 
the online application.  Note that NERC membership is not required to participate or vote in the 
standards development process. 
 
 
 



 

3353 Peachtree Road NE 
Suite 600, North Tower 

Atlanta, GA 30326 
404-446-2560 | www.nerc.com 

 

Agenda Item xx 
Attachment 1 

 
 
[Start Date] 
 
EntityName 
FullName 
ProfessionalTitle 
AddressLine1 
AddressLine2 
PostalBox 
City 
StateOrProvince 
PostalCode 
Country 
 
RE: NERC Membership Renewal 
 
Dear EntityName NERC Membership primary contact: 
 
The North American Electric Reliability Corporation (“NERC” or “Corporation”) is requesting that all NERC Members 
renew their NERC Membership registration. Pursuant to Article II, Section 2 of the NERC Bylaws: 
 

All members shall be required to renew their registrations within 30 calendar days of 
a request by the secretary of the Corporation, using a registration renewal form 
prescribed by the board.  The secretary of the Corporation shall remove from the 
roster of members of the Corporation any member that has not submitted a 
registration renewal within 30 days following a date established by the board.  The 
secretary shall notify any member that is removed from the roster of members of 
such removal, by notice sent to such former member’s last known address on the 
records of the Corporation. 

 
I am requesting that you renew your NERC Membership by [End Date].  I have included with this letter a description 
of the 12 membership sectors. An individual or entity is permitted to register in any one sector for which it is 
qualified.  Pursuant to Article II, Section 4.b: 
 

A member may elect to be assigned to any sector so long as membership in that 
sector is consistent with the member’s business or other activities.  A corporation 
and its affiliates shall be considered a single member and may register in only one 
sector, which may be any single sector for which the corporation or any of its 
affiliates is eligible.  A consultant, attorney, agent, vendor, trade or industry 
association, state, provincial or local consumer advocate organization that provides 
services to or otherwise represents the interests of the members of one or more 
sectors may elect to be assigned to one such sector. 



 

   

The NERC Board of Trustees has set [Board cutoff date] as the date by which all NERC Members must submit their 
registration renewals.  Only individuals and entities that have renewed their memberships will be eligible to vote to 
elect members of the Member Representatives Committee in the annual election to be held at the end of the year. 
 
Please review the information NERC currently has in our database regarding EntityName: 
 
Sector: Sector 
Entity Name: EntityName
Contact Information: 
FullName 
AddressLine1 
AddressLine2 
PostalBox 
City  
StateOrProvince 
PostalCode 
Country  
EmailAddress 
PhoneNumber  
 

Alternate Contact Information: 
AltFullName 
AltAddressLine1 
AltAddressLine2 
AltPostalBox 
AltCity 
AltState  
AltPostalCode 
AltCountry 
AltEmailAddress 
AltPhoneNumber

 
To renew your NERC Membership and to support your sector designation, you must provide a statement describing 
your entity’s business activities and the clients you serve.  Please also describe why your entity belongs in the sector 
you so designate based on the sector descriptions attached to this letter.  The designation of no entity places you in 
the sector related to consumers within North America, small end-use electricity customer.  Please note that NERC 
may contact you if it appears your statement is not consistent with the sector description.  
 
Please visit the ERO Portal to renew your NERC Membership.   
 
You may contact Courtney Baughan at courtney.baughan@nerc.net or (202) 644-8043 if you have any further 
questions.  Failure to respond will result in deletion of NERC Membership, however you may choose to submit a 
new application through the ERO Portal at any time. 
 
Sincerely, 

 
Charles A. Berardesco 
Corporate Secretary 
North American Electric Reliability Corporation 
1325 G Street N.W., Suite 600 
Washington, D.C. 20005 
 
cc: EmailAddress 

AltEmailAddress
 

https://eroportal.nerc.net/
mailto:courtney.baughan@nerc.net
mailto:https://eroportal.nerc.net/


Agenda Item 8g 
Board of Trustees Meeting 
November 9, 2017 

Geomagnetic Disturbance Research Plan Update 
Action 
Information 

Background 
On September 22, 2016, FERC issued Order No. 830 approving Reliability Standard TPL-007-1 − 
Transmission System Planned Performance for Geomagnetic Disturbance (GMD) Events. In the 
order, FERC directed NERC to take the following additional actions: 

• Revise the TPL-007 Reliability Standard through the standards development process;

• Submit a GMD research work plan to FERC; and

• Collect GMD-related data pursuant to NERC Rules of Procedure Section 1600.

NERC filed the preliminary research work plan with FERC on May 30, 2017. On October 19, 
2017, FERC issued an order accepting NERC’s plan. Proposed TPL-007-2 is submitted to the 
NERC Board of Trustees for approval as a separate agenda item.   

Status 

The NERC and Electric Power Research Institute (EPRI) partnership has been successful in 
securing funding support from industry and technical support from appropriate researchers for 
a research project beginning in November 2017. The project runs through early 2020 and 
addresses all research plan tasks identified in Order No. 830. These activities include: 

• Continued analysis and sensitivity testing of the benchmark GMD event to support
accurate GMD Vulnerability Assessments;

• Further development of earth models available to entities for calculating
geomagnetically-induced currents (GIC) to improve their usability and applicability;

• Development of a transformer thermal assessment tool for entities to use in modeling
transformer heating and assessing vulnerability to GIC; and

• Development of harmonics analysis guidelines and tools for entities to use in performing
system-wide assessment of GMD-related harmonics.

The NERC GMD Task Force is drafting a NERC Rules of Procedure (ROP) Section 1600 data 
request for the collection of GIC monitoring and magnetometer data as required by Order No. 
830:  

• Planning Committee will be asked to approve the data request for a 45-day industry
comment period at their December 2017 meeting

• The final data request will be submitted to the Planning Committee and NERC Board of
Trustees for approval in 2018



Agenda Item 8h 
Board of Trustees Meeting 
November 9, 2017 

Update to Inverter Resource Performance Task Force and Level 2 Industry 
Recommendation 

Action 
Information 

Background 
On August 16, smoke from the Blue Cut wildfire in San Luis Obispo County, California resulted in 
the tripping of two 500kV lines in the active fire area. After this tripping, there was a noticeable 
frequency excursion, with Peak RC reporting the loss of over 1,000 MW across multiple 
renewable resources in the CAISO Balancing Authority (BA). All the resources that were lost 
practically instantaneously were utility scale renewables, primarily solar. While not a qualifying 
event in the ERO EA Process, the occurrence was significant and unusual enough that the ERO 
requested an event report and worked with the engineers and planners at CAISO and Southern 
California Edison, to fully understand this first known major loss of renewable resources due to 
a transmission system disturbance.  

NERC issued a Level 2 Industry Recommendation titled “Loss of Solar Resources during 
Transmission Disturbances due to Inverter Settings,” on June 10, 2017. The Alert provided 
registered entities with four recommendations, detailed background information, and 
instructions to respond to by August 31, 2017. Many of the newer resources have different 
operating characteristics, and to be reliably integrated, these operating characteristics will 
require proper planning, design, and coordination. Maintaining reliability is embodied in the 
predictability, controllability and responsiveness of these operating characteristics. Analyses of 
the emerging characteristics and events must be completed to inform system planners to 
support enhancement of system plans and enable operators to modify real-time operations 
preserving the reliability of the grid.  

Highlights from the initial results of the Level 2 Industry Recommendation will be presented as 
well as future planned work. NERC will continue to support registered entity’s implementation 
of the recommendations in the Alert. NERC has also convened the Inverter Resource 
Performance Task Force to continue analysis in this area. The ERO to produce more lessons 
learned and technical references from information gathered from this and like events.  



Agenda Item 8i 
Board of Trustees Meeting 
November 9, 2017 

Supply Chain Standards Implementation Update 

Action 
Information 

Background 
On July 21, 2016, the Federal Energy Regulatory Commission (Commission) issued Order No. 
829, directing NERC to develop a new or modified Reliability Standard that addresses supply 
chain risk management for industrial control system hardware, software, and computing and 
networking services associated with Bulk Electric System (BES) operations, as follows: 

[The Commission directs] NERC to develop a forward-looking, objective-based Reliability 
Standard to require each affected entity to develop and implement a plan that includes 
security controls for supply chain management for industrial control system hardware, 
software, and services associated with bulk electric system operations. The new or 
modified Reliability Standard should address the following security objectives, [discussed 
in detail in the Order]: (1) software integrity and authenticity; (2) vendor remote access; 
(3) information system planning; and (4) vendor risk management and procurement 
controls. (P. 45) 

The Commission established a filing deadline of one year from the effective date of Order No. 
829, which was September 27, 2017.   

Following the issuance of Order No. 829, NERC staff initiated Reliability Standards Project 2016-
03 to develop a set of Critical Infrastructure Protection (CIP) supply chain risk management 
standards (“Supply Chain Standards”). The Supply Chain Standards, CIP-005-6, CIP-010-3, and 
CIP-013-1, support reliability by requiring entities to implement plans and processes to mitigate 
supply chain cyber security risks to high and medium impact assets. The requirements target 
risks in four objective areas: (1) software integrity and authenticity; (2) vendor remote access; 
(3) information system planning; and (4) vendor risk management and procurement controls. 
Following industry approval of the Supply Chain Standards on July 20, 2017, the Board adopted 
the Supply Chain Standards at its August 10, 2017 meeting. NERC staff filed the Supply Chain 
Standards with the Commission on September 26, 2017, where they are currently pending 
action by the Commission. 

In adopting the Supply Chain Standards, the board concurrently adopted additional resolutions 
related to implementation and risk evaluation.1 The resolutions outlined six sets of requested 
actions by NERC management and stakeholders to assist in the implementation and evaluation 
of the Supply Chain Standards as well as other actions to address potential supply chain risks for 
assets not currently subject to the standards. Collectively, the activities to address the Board 
supply chain resolution are intended to establish a common understanding of the supply chain 

1 The Proposed Additional Resolutions for Agenda Item 9.a: Cyber Security – Supply Chain Risk Management – CIP-005-6, CIP-
010-3, and CIP-013-1, NERC Board of Trustees Meeting, August 10, 2017, is available at: 
http://www.nerc.com/gov/bot/Agenda%20highlights%20and%20Mintues%202013/Proposed%20Resolutions%20re%20Suppl
y%20Chain%20Follow-up%20v2.pdf.  

http://www.nerc.com/gov/bot/Agenda%20highlights%20and%20Mintues%202013/Proposed%20Resolutions%20re%20Supply%20Chain%20Follow-up%20v2.pdf
http://www.nerc.com/gov/bot/Agenda%20highlights%20and%20Mintues%202013/Proposed%20Resolutions%20re%20Supply%20Chain%20Follow-up%20v2.pdf


risk to the Bulk Electric System and initiate activities to mitigate those risks. The actions 
requested by the Board resolutionsinclude: 
 
Support Effective and Efficient Implementation: NERC to commence preparations for 
implementation of the Supply Chain Standards using similar methods during the CIP V5 
transition, and regularly report to the Board on those activities. 
 
Cyber Security Supply Chain Risk Study: Study the nature and complexity of cyber security 
supply chain risks, including those associated with low impact assets not currently subject to 
the Supply Chain Standards, and develop recommendations for follow-up actions that will best 
address identified risks. (Interim report 12 months after adoption of the resolutions and a 
follow-up final report 18 months after adoption). 
 
Communicate Supply Chain Risks to Industry: NERC should communicate supply chain risk 
developments and risks to industry and in connection with the Cyber Security Supply Chain Risk 
Study.  
 
Forum White Papers: The Board requested that the North American Transmission Forum and 
the North American Generation Forum (the “Forums”) to develop (and distribute, as 
permissible) white papers to address best and leading practices in supply chain management, as 
described in the resolution. 
 
Association White Papers: The Board requested that the National Rural Electric Cooperative 
Association and the American Public Power Association (the “Associations”) to develop (and 
distribute, as permissible) white papers to address best and leading practices in supply chain 
management, as described in the resolution, focusing on smaller entities that are not members 
of the Forums, for the membership of the Associations.  
 
Evaluate Supply Chain Standard Effectiveness: Collaborating with NERC technical committees 
and other experts, NERC should develop a plan to evaluate the effectiveness of the Supply 
Chain Standards, as described in the resolution, and report to the Board. 
 
As part of NERC’s petition to FERC requesting approval of the Supply Chain Standard, NERC 
referenced the Board resolutions and provided a detailed outline of activities to support each of 
the Board’s requests.  

At the November Board meeting, NERC staff will provide an update on the plans and status to 
address the supply chain resolution, and will continue to do so at each scheduled Board meeting. 



Agenda Item 8j 
Board of Trustees Meeting 
November 9, 2017 

E-ISAC Quarterly Update 

Action 
Information 

Background 
The Electricity Information Sharing and Analysis Center’s (E-ISAC) mission is to reduce cyber and 
physical security risk to the electricity subsector across North America by providing unique 
insights, leadership, and coordination. The E-ISAC gathers security information, coordinates 
incident management, and communicates mitigation strategies with stakeholders within the 
electricity subsector, across interdependent sectors, and with government and private 
partners. This quarterly report covers activity during the months of July through September 
2017. It also includes information about GridEx IV and an update on the E-ISAC’s Long-term 
Strategic Plan. 

Summary 
During the third quarter of 2017, the E-ISAC continued to increase the amount of data 
collection, analysis, and reporting for cyber and physical events affecting the Electricity 
Subsector. Activity that the E-ISAC reported from July to September included: 

• 221 E-ISAC staff posts to the portal (+3% above the quarterly average over the past
year)

• 60 member posts to the portal (+9%)

 36 unique organizations shared (+21%)

 10 of those 36 organizations had never shared before

• 421 new portal accounts (+10%)

The E-ISAC publishes a weekly summary to the electricity industry every Monday morning and a 
monthly summary report in conjunction with its monthly webinar the first Tuesday of each 
month. In the third quarter of 2017 the E-ISAC averaged about 186 live participants per 
webinar, which is a decrease from last quarter’s average of about 250 participants each month. 
However, while July and August numbers were down probably due to summer vacations, the 
September webinar had over 300 attendees, well above the historical average. 

The E-ISAC also publishes a daily report as well as a quarterly CRISP report. A CRISP case is 
opened when an analyst finds a match between a known malicious signature and a similar 
pattern in CRISP data. In 2016, there were a total of 1,553 cases opened – an average of about 
390 per quarter. In the third quarter of 2017 there were 425 cases opened.  

GridEx IV will take place November 15-16, 2017. All planning meetings were conducted in the 
first half of the year and multiple training sessions were conducted for this past summer and 
early fall. Final details about the exercise, the scenario, and the executive tabletop will be 
provided during the presentation at the November 9 Board meeting.  



From January through March the E-ISAC, working closely with the Electricity Subsector 
Coordinating Council (ESCC) and NERC leadership, assembled a long-term strategic plan. This 
plan builds on the ESCC’s 2015 recommendations and discusses improvements needed in 2017 
to address current threats, a look at the mid-term range of 2018-2022 to address emerging 
threats, and what the E-ISAC might look like beyond 2023 if the forecasted issues continue to 
develop. The plan recognizes the need for sound fiscal planning, recognizes the growing threats 
to the grid from human and cyber actors, and highlights the need for a more robust security 
information sharing and analysis capability within NERC. Resource requirements generated 
from the strategic plan became input for NERC’s 2018 Business Plan and Budget and were 
provided as an annex. The Member Executive Committee (MEC) was briefed on the resource 
requirements in June and provided a supporting resolution as input to the NERC budget 
proposal in July. The budget was approved by the NERC Board of Trustees in August and is 
pending approval by FERC. Additional details about changes coming to the E-ISAC beginning in 
January 2018 will be provided in this update. 
 



Agenda Item 9a 
Board of Trustees Meeting 
November 9, 2017 

Operating Committee Report 

Action  
Information 

Operating Committee’s Major Accomplishments for 2017 (year-to-date) 

1. Reliability Guidelines/Reference Documents – The Operating Committee (OC) develops
and maintains reliability guidelines and reference documents and has taken the following
actions this year:

a. Approved:

i. New - Situational Awareness for the System Operator (Approved March 2017) -
This Reliability Guideline provides a global recognition of the importance for the
system operator to maintain situational awareness while operating the BES.

ii. Updated - Reliability Guideline: Generating Unit Winter Weather Readiness
(Approved August 2017 via e-mail ballot) – This Reliability Guideline provides a
general framework for developing an effective winter weather readiness program
for generating units throughout North America. The focus is on maintaining
individual unit reliability and preventing future cold weather related events.

b. Approved for Posting and obtaining Stakeholder Comments:

i. Pseudo Tie Reference Document (Approved for Posting March 2017)

ii. Dynamic Tag Exclusion Reference Document (Approved for Posting March 2017)

iii. Updated - Reliability Guideline: Operating Reserve Management (Approved for
Posting June 2017)

iv. Updated - Reliability Guideline: ACE Diversity Interchange (Approved for Posting
June 2017)

v. Update - Reliability Guideline: Inadvertent Interchange (Approved for Posting June
2017) 

vi. Reliability Guideline: Gas and Electrical Operational Coordination Considerations
(Approved for Posting September 2017)

c. Retired:

i. NERC Interchange Reference Guideline (Retired June 2017) - All of the information
contained in the guideline is also contained in NAESB Business Practices.

2. OC Charter and Strategic Plan – At its March 2017 meeting, the OC formed a task team to
review and revise its Charter and 2016-2020 Strategic Plan. The OC leadership and NERC
staff held a meeting in July, 2017 to develop revisions to the charter and strategic plan.
These revisions were approved by the OC at its September 2017 meeting.

3. OC and Subcommittee Work Plans – The OC Executive Committee and the leadership of
its subcommittees met on January 12, 2017 to review and adjust the Work Plans for the
next three years. At the March 2017 OC meeting, the revised Work Plans were presented



to the OC.  The OC reviewed and updated these Work Plans at its September meeting and 
continues to track progress on the work plan items.   

4. Essential Reliability Services Working Group (ERSWG) – The OC reviewed and accepted 
the revised ERSWG scope. The ERSWG continues work on reliability measures. 

5. Personnel Subcommittee (PS) – The PS presented and the OC approved, revisions to the 
Continuing Education Administrative Manual, creating version 4.4. The revisions included 
alignment of terminology with the updated SOCCED platform, consolidation and 
clarification of criteria, the removal of Level 1 audits, and the definition of Provider audit 
criteria. 

 
OC’s Major Initiatives for 2017 

1. Essential Reliability Services Working Group (ERSWG) and the Distributed Energy 
Resources Task Force (DERTF) – The OC is providing leadership to the ERSWG which 
focuses on the continued development and refinement of ERS Sufficiency Assessments. 
The DERTF was dissolved by OC action in December, 2016. All of its work will be absorbed 
by the ERSWG.   

2. Resources Subcommittee (RS) – The RS will review and revise several reliability guidelines, 
reference documents and training guides under its purview. The RS will also undertake 
the development and roll out of a generator survey tool designed to assess unit 
performance during events. 

3. Personnel Subcommittee (PS) – The PS has started development of Continuing Education 
Program Manual, Version 4.5.   

4. Event Analysis Subcommittee (EAS) – The EAS collaborates with the North American 
Transmission Forum (NATF) and the North American Generator Forum (NAGF) regarding 
the development of Lessons Learned. The EAS also reviewed and revised the Reliability 
Guideline: Generating Unit Winter Weather Readiness. 

5. Operating Reliability Subcommittee (ORS) – The ORS will review and revise several 
reliability guidelines and reference documents under its purview. The ORS will also 
develop a Reliability Guideline to address approval of Reliability Coordinator Reliability 
Plans. These plans were formerly approved by the OC but the NERC Standards 
Requirement for such approval was retired.  

6. OC Strategic Plan and Charter – The OC revised its Charter and 2016-2020 Strategic Plan. 
These revisions were approved at the September 2017 meeting.  

7. Coordination with other groups – The OC continues efforts to better coordinate its 
activities with other industry groups such as NATF, NAGF, and ISO/RTO Council (IRC). 

 
September 2017 Meeting Summary: 
The following is a summary of the OC’s September 2017 meeting, which highlights the latest 
activities of the OC and its associated subcommittees in support of the NERC or OC mission and 
corporate goals. The September 2017 OC Meeting Minutes are posted on the NERC website. 

1. Joint Planning and Operating Committee Meeting – A joint meeting of the Planning 
Committee (PC) and the OC was held from 10:00 a.m. to 12:00 p.m. on September 12, 
2017. The agenda for the joint session allowed the committees to discuss agenda items 
of mutual interest to both committees which included:   

http://www.nerc.com/comm/OC/AgendasHighlightsMinutes/OC_Minutes_September_2017_final.pdf


a. Inverter-Based Resource Performance Task Force (IRPTF) 

b. Methods for Establishing IROLs Task Force (MEITF) 

c. E-ISAC Update 

d. Centro Nacional de Control de Energía (CENACE) Overview - Mauricio Cuellar, CENACE 

e. Solar Eclipse Impact Preparation and Results 

f. Guidelines and Technical Basis in NERC Reliability Standards 

2. Nominating Committee (NC) – OC Chair Lloyd Linke appointed a new Nominating 
Committee. Members include Jerry Rust (Chair), Keith Carman, Doug Hils, Kevin Conway, 
and Leonard Kula. NC Chair Jerry Rust presented a slate of at-large members of the OC 
Executive Committee per the OC Charter: Keith Carman, Doug Peterchuck, Pete Brandien, 
Gerry Beckerle for the 2017-2019 term. There were no nominations from the floor and 
the slate was approved unanimously.  

3. Essential Reliability Services Working Group (ERSWG) – The ERSWG requested that the 
OC provide comments on the Measure 6 (Historical Balancing/Ramping Analysis) Policy 
Briefing. 

4. Operating Reliability Subcommittee (ORS) – Chair David Devereaux requested, and the OC 
approved, that the Gas and Electrical Operational Coordination Considerations Guideline 
be posted for a 45-day industry comment period. The ORS also requested OC member 
comments on the draft Reliability Guideline for Operator Recognition of Cyber Intrusion 
into Operating Systems, The ORS is working with the NERC Critical Infrastructure 
Protection Committee (CIPC) to develop this guideline.   

5. Events Analysis Subcommittee (EAS) – EAS Secretary Jule Tate summarized the 
subcommittee’s status report and he highlighted the following topics: 

a. Winter Preparation for Severe Cold Weather webinar was scheduled to be conducted 
on September 7, 2017 but postponed due to Hurricanes Harvey and Irma. 

b. EMSWG is working on a white paper to document the risks related to the loss of EMS 
and the mitigation methods.  

c. EAS is conducting outreach to drive lessons learned submittals through not only the 
ERO EA Process but through other occurrences or near occurrences experienced by 
entities. 

d. Fifth Annual Monitoring and Situational Awareness Technical Conference EMS 
Conference to be held October 3-4, 2017 in Atlanta at Georgia Power Company. 

EAS Secretary Jule Tate presented an update on the three Lessons Learned that have 
been published since the June OC meeting. The EAS continues to analyze events for 
Lessons Learned to identify trends and to make improvements to reliability. Lessons 
Learned may be accessed from the NERC website here. 

6. Personnel Subcommittee (PS) –Keith Carmen provided an update on the activities of the 
PS which is reviewing and approving Continuing Education courses as well as reviewing 
and approving training providers. The PS is also preparing and supporting the GridEx 4 
efforts. The PS is planning a workshop which will be scheduled once the new SOCCED 
program is implemented.  The implementation date for this the new SOCCED software, 
referred to as BrightLink is uncertain at this time, but is anticipated by the end of the year.  
Once the implementation date is known the workshop dates will be determined. 

http://www.nerc.com/pa/rrm/ea/Pages/Lessons-Learned.aspx


7. Resources Subcommittee (RS) - RS Vice Chair Tim Reynolds provided an overview of 
subcommittee’s status report. Highlights of the report include:  

a. The RS provided an update on the Generator Survey. Coordination with Balancing 
Authorities within the Western Interconnection is in progress to roll out the survey. 
The RS selected an event which occurred on August 8, 2017 and sent a survey request 
to on August 11, 2017 for data collection. Responses to the survey were due on 
September 11, 2017. Implementation in the Eastern Interconnection will begin with a 
late September webinar on the generator survey purpose and process.  

b. Frequency Response Annual Analysis (FRAA) – The FRAA report is being finalized by 
NERC Staff and RS members. It will brought before the RS for endorsement and 
subsequently sent to OC for review/e-mail approval. OC members will have two weeks 
to submit comments to the RS and look to have an e-mail ballot late October or early 
November 2017 for OC endorsement. 

c. The RS has requested that the IRPTF examine, as part of its system studies at various 
levels of inverter penetration, provide the RS with results and recommendations as to 
whether the Western Interconnection Resource Loss Protection Criteria (RLPC) would 
need to be changed based on inverter-based performance characteristics as soon as 
possible.  

8. Real-time Assessments Task Force (RTATF) update - Doug Peterchuck, chair of the RTATF, 
presented an update on the preparation of Implementation Guidance. The RTATF received 
OC approval of the Implementation Guidance via an e-mail ballot which ended on May 5, 
2017. The guidance was submitted to NERC Compliance staff for approval on May 8, 2017 
but was rejected by the ERO Enterprise. The RTATF has received comments regarding the 
guidance and is in the process of addressing those comments and making conforming 
revisions to the guidance for further action. 

9. NERC BPSA Government Agency Conference Call on Hurricane Irma – The OC joined the 
conference call and Darrell Moore (NERC Staff) provided an update of Irma’s impacts and 
restoration activities at a high level. FRCC and SERC staff provided an update on the regions’ 
assessments, and ongoing restoration activities for Irma’s impact.  

10. Lessons Learned – Solar Eclipse Preparation and Outcomes - Brett Koelsch (Duke Energy 
Progress) and Tim Reynolds (WECC Staff) presented information on the preparation and 
outcomes of the Solar Eclipse for Duke Energy Progress and WECC. There were no adverse 
impacts to the Bulk Electric System. 

11. BAL-003 SAR Update - Chair Linke introduced the BAL-003 SAR topic. He indicated that the 
SAR had been submitted to the NERC Standards Committee (SC) and that the SC has 
requested that the OC provide input on the technical basis of the SAR. Greg Park (NWPP) 
presented information regarding the genesis of the BAL-003 SAR. The OC approved the 
following recommendations: 

a. Recommend that the SC post the SAR for comments and recommend a single 
drafting team to address the existing RS SAR on BAL-003 as well as this SAR 

b. OC agrees that there is sufficient technical justification presented to move forward 
with the SAR 

c. Encourage the SC to move the SAR forward for standard development  



12. BAL-002-2 Disturbance Control Standard (DCS) Data Collection – RS Vice Chair Tim Reynolds 
presented information regarding the RS request to approve data collection for DCS events. 
Reliability Standard BAL-002-2 comes into effect January 1, 2018 and entities will no longer 
be required to submit quarterly data. The RS points out a need for data collected for NERC 
RS review of control performances, FERC Order 835, and NERC PC approved Measure 6 and 
Measure 7 metrics for the NERC State of Reliability Report. The RS requested that the OC 
approve collection of DCS Event Data related to BAL-002-2, with the provision this data will 
be used for reliability purposes. The RS also requested the OC chair to issue a letter to 
Balancing Authorities and Reserve Sharing Groups to request submitting completed DCS 
Event Forms to the NERC BAS site. 

13. NERC Operating Manual – Chair Linke led a discussion regarding the Operating Manual. It 
was noted that the document was out of date with respect to current NERC terms. The 
Operating Manual is a good reference document but a comprehensive revision would 
provide little benefit versus the effort to complete the revision. The OC voted to archive the 
Operating Manual without making any further revisions.   
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Planning Committee Report 

Action 
Information 

Forward Perspectives 

• NERC Special Reliability Assessment: Bulk Power System Impacts Due to Severe
Disruptions on the Natural Gas System
Board Approval is expected in November 2017
The PC reviewed the NERC Special Assessment and provided feedback to NERC staff.
NERC staff presented the final report to the PC during a web meeting on October 18.

• 2017 Long-Term Reliability Assessment (2017 LTRA)
Conference Call for Board Approval is scheduled for December 4, 2017
The PC Reliability Assessment Subcommittee and NERC staff are continuing efforts to
develop the 2017 LTRA. In response to stakeholder feedback, the 2017 LTRA is
presented in a more succinct format to highlight data and information that is especially
impactful to the long-term outlook of the Bulk-Power System. A web meeting and
electronic vote will be conducted in October.

• 2017-2018 Winter Reliability Assessment (WRA)
No Board Approval Required
The PC will hold an approval vote of the 2017-18 Winter Reliability Assessment via email
in October. The draft report notes that all assessment areas project adequate reserve
margins for the upcoming winter.

• NERC Essential Reliability Services Working Group: Prospective actions
No Board Approval Required
The PC is reviewing technical briefs on the treatment of Ramping and Balancing as
outlined in ERS Framework Measures 1, 2, 4, and 6. One Technical Brief will provide for
the incorporation of Measure 6 data into the ongoing State of Reliability reports.
Measure 6, from a historic point of view, uses operational values to demonstrate the
Ramping and Balancing capabilities and will provide indicative analysis on Ramping and
Balancing needs. Frequency Response and DER technical briefs are expected to be
completed prior to year’s end. The other Technical Brief establishes the processes for
incorporating Inertia and Frequency tendencies into the ongoing State of Reliability
reports. Both processes have the Operating Committee’s Resources Subcommittee (RS)
assessing conditions and turning the data over the PC’s Performance Analysis
Subcommittee (PAS) for assessing and reporting in the SOR.

• Implementation Guidance
No Board Approval Required
The PC is reviewing two Implementation Guidance documents developed by the System
Protection and Control Subcommittee for reliability standards in the Protection and
Control (PRC) standards family. The Implementation Guidance documents provide
examples and calculations for complying with transmission element relay setting
requirements (PRC-023-4) and generator voltage protective relaying requirements (PRC-



024-2). When approved by the PC, the Implementation Guidance will be submitted to 
the ERO Enterprise for endorsement in accordance with NERC’s Compliance Guidance 
Policy. 

• CIPC/PC Activities Addressing Physical and Cyber Risk Areas 
The PC and CIPC leadership have initiated efforts for coordinated action to address 
physical security and cyber security risks as recommended in the Reliability Issues 
Steering Committee (RISC) 2016 ERO Reliability Risk Priorities report. Leadership are in 
the process of establishing scope of effort, organization, and prioritization.  

• Reviewing and evaluating Planning Committee organization and meeting structures, 
Charter, and other ways we conduct activities 
The PC has elected a new Executive Committee, retooled its meeting agenda, and 
established greater opportunities for creating dialog and discussions on matters before 
the committee. PC leadership is emphasizing subcommittee responsibility for setting the 
agenda for the committee and for work plan deliverables, and encouraging broad PC 
member engagement on activities.  

 
Recently Completed Committee Activities and Initiatives 

• Approved Reliability Guidelines  
No Board Approval Required 

 Forced Oscillations: The guideline was developed by the SMS and serves as a 
framework for identifying, analyzing, and mitigating forced oscillations, and provides 
a number of examples of these oscillations from across North America. 

 Distributed Energy Resource Modeling: The guideline provides information relevant 
for developing models and model parameters to represent different types of 
Distributed Energy Resources (DER) for stability analysis of the BPS. It is consolidated 
guidance for industry’s use when modeling DER for interconnection-wide power 
flow cases and dynamic simulations. 

• Recognized Richard Quest: The PC recognized Rich Quest (Midwest Reliability 
Organization) for his distinguished service as chair of the System Protection and Control 
Subcommittee and member of various NERC technical committee groups, on the 
occasion of his retirement.  
 

Future Meetings 

• December 12-13, 2017 – Atlanta, GA 
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Critical Infrastructure Protection Committee (CIPC) Report 

Action 
Information 

Summary of the CIPC meeting held June 6-7, 2017 

Leadership and Member Elections 
The nominating committee presented candidates for CIPC leadership for the new term. 
Marc Child (Great River Energy) was nominated as chair for a second term; David Revill 
(Georgia Transmission Corporation) and David Grubbs (City of Garland) were nominated as 
vice chairs and elected unanimously. The remaining positions on the Executive Committee 
will be filled at the December 2017 meeting.  

Key Activities  
In October 2017, the CIPC’s proposed Implementation Guide for Personal Risk Assessments 
was approved by the Electric Reliability Organization (ERO) Enterprise. The CIPC charter and 
work plan will be updated to reflect additional security initiatives covering various topics 
identified by the ERO Enterprise—such as Remote Access Security, physical security for high 
impact Control Centers, and Supply Chain risk management strategies. The CIPC will present 
the updated work plan at the February 2018 Board of Trustees meeting for its review and 
discussion.  

Cyber Hygiene and Internet Risk Program (CHIRP) 
CIPC members were provided details about the Cyber Hygiene and Internet Risk Program 
(CHIRP). CHIRP is an Electricity Information Sharing and Analysis Center (E-ISAC) program 
that leverages initiatives from the Department of Homeland Security (DHS) to reduce 
industry risk by identifying Internet threats and providing E-ISAC with data about areas that 
need improvement. As a result, the CIPC volunteered to assist E-ISAC in evangelizing this 
important program among asset owners and act in an advisory capacity to ensure successful 
adoption and utilization. 

Grid Security Conference (GridSecCon) and GridEx IV 
This year’s GridSecCon will be held October 17-20, 2017 in St. Paul, Minnesota. Over 50 
speakers and panels on security threats and solutions will be featured, as well as 7 training 
sessions on various cyber and physical security topics. The CIPC GridEx working group 
(GEWG) played a critical role in designing the exercise and setting it up for success. 

The fourth biennial GridEx will occur on November 15-16, 2017, with an exercise scenario 
that is designed to simulate a coordinated cyber/physical attack with operational impacts 
on electric and other critical infrastructures across North America. More than 60 
participants are expected. CIPC looks forward to hearing an update at its December 2017 
meeting on the success of this conference. 
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Personnel Certification Governance Committee Report 

Action 
Information 

Background 
This report summarizes the key activities of the Personnel Certification Governance Committee 
(PCGC) during 2017. The PCGC meets four times per year. Standing Task Force meetings via 
conference call and/or WebEx are held as needed between meetings. The third quarter 2017 
meeting minutes are under review and pending approval. Draft minutes were posted to the 
NERC website. 

Exam Development Activities Scheduled for 2017 
Items Review/Analyze Statistical Performance Jan-Dec 2017 
Write New Items Mar-Dec 2017 
Item Writing Workshop Nov-Dec 2017 

Strategic Planning 
The System Operator Certification Program has been in existence since 1998. The program has 
evolved into a solid certification program through continuous improvement. The PCGC will 
focus on strengthening the current program through a set of directions and priorities aligned 
with the goals of the System Operator Certification Program.  

During the August meeting, a task force was created to develop a survey that will accompany 
the industry white paper. The survey will provide program data, as well as, ask the industry for 
input on the System Operator Certification program. The Task Force will present the draft 
survey to the PCGC during the November meeting. The white paper will cover a broad range of 
topics, including returning back to one credential, credential maintenance, recertification 
requirements, and length of certification period.  

Accomplishments for 2017 

• Review and Updated Appendix A (Based on Job Task Analysis results)

• Publish new exams

• Implement LOFT

• Test center options for Canadian provinces

• Review Exam Development Process - Ongoing

Future Tasks 

• Map Strategic Plan

• Launch new SOCCED
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Standards Committee Report 

Action 
Information 

Background 
This report highlights some of the key activities of the Standards Committee (SC) during the 
third quarter of 2017.  

Summary 
At its September 7, 2017 meeting held at MRO’s offices, the SC elected Andrew Gallo, City of 
Austin dba Austin Energy, as Chair, and Amy Casuscelli, Xcel Energy, as Vice Chair, for the term 
starting January 1, 2018 through December 31, 2019.   Brian J. Murphy and Michelle 
D’Antuono, who will be ending their term as Chair and Vice Chair, wish the best to the new 
leadership and also want to thank the SC, NERC staff and management, the Board of Trustees, 
and all the stakeholders that supported them during their tenure.   

At its October 18, 2017 meeting, the SC also endorsed the Reliability Standards Development 
Plan (RSDP) that is before the Board of Trustees. The draft 2018-2020 RSDP focuses on periodic 
reviews, Federal Energy Regulatory Commission directives, emerging risks, Standard 
Authorization Requests, and the standards grading initiative. The RSDP also includes time 
frames and anticipated resources for each project under development, and considerations for 
cost effectiveness. NERC and the SC will continue to work with NERC committees and task 
forces to bridge any potential reliability gaps and risks. 

In addition, the SC provided volunteers to work with NERC staff on the implementation of the 
Technical Rationale policy, and they are to report back to the SC this year on the progress of 
implementing the policy.  



Agenda Item 9g 
Board of Trustees Meeting 
November 9, 2017 

Reliability Issues Steering Committee Report 

Action 
Information 

Summary 
The Reliability Issues Steering Committee (RISC) met in person August 30-31 in Atlanta and via 
conference call on October 17 to continue updating the ERO Reliability Risk Priorities Report 
(RISC report) and finalize a first draft. The first draft was posted the week of October 23 for a 
stakeholder comment period and an overview of the report was presented to the MRC on 
November 8. The final report will be presented to the Board for acceptance in February 2018. 

In accordance with the Reliability Issues Steering Committee (RISC) charter, the RISC will be 
soliciting nominations in November to fill open positions for both MRC and at-large members 
for terms beginning February 2018. The current RISC roster is posted on the RISC webpage on 
the NERC website. Eleven positions (four at-large, two MRC, and the five standing committees) 
are set to expire on January 31, 2018. The recommended nominees will be presented to the 
Board for approval in February 2018. 

Mr. Peter Brandien, RISC chair, will provide an update on the committee’s activities. 

http://www.nerc.com/comm/RISC/Related%20Files%20DL/ERO_Reliability_Risk_Priorities_RISC_Reccommendations_Board_Approved_Nov_2016.pdf
http://www.nerc.com/comm/RISC/Documents/RISC_Charter_2015.pdf
http://www.nerc.com/comm/RISC/Documents/RISC_2017_Roster.pdf
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Compliance and Certification Committee (CCC) Report 

Action 
Information 

Highlights 
The CCC third quarter meeting was cancelled because of member Hurricane Irma preparation 
and storm related restoration activities. CCC Subcommittees and the Alignment Working Group 
conducted conference calls in September and October to complete assignments in preparation 
for the CCC fourth quarter meetings.  

• The CCC Consistency Working Group (CWG) was renamed the CCC Electric Reliability
Organization (ERO) Alignment Working Group (AWG) and its scope was revised to reflect
the name change. The AWG provided technical input to NERC on the recently issued
Compliance Monitoring Enforcement Program (CMEP) Technology Project RFP. These
stakeholders were utilized because of their experience with various current Regional
Entities’ CMEP reporting systems.

• The ERO Monitoring Subcommittee (EROMS) endorsed CCCPP-012 - CCC Participation in
NERC’s Audits of Regional Entity CMEP Programs in Accordance with Appendix 4A of the
NERC Rules of Procedure, with expected approval by the CCC at its 2017 Quarter four
meeting. In addition, EROMS reviewed the NERC submitted self-certifications for CMEP
and the Organization Registration Certification Program (ORCP) that were completed by
NERC staff in conjunction with the Regional Entities. The self-certification results will be
discussed with the CCC prior to transmittal to the NERC Board of Trustees.

• The Compliance Processes and Procedures Subcommittee (CPPS) completed the
modifications to the following CCC procedures: NERC Compliance and Certification
Committee Hearing Procedure (CCCPP-004-1); NERC Compliance and Certification
Committee Mediation Procedures (CCCPP-006-1); and Compliance and Certification
Committee Confidentiality Protocol (CCCPP-009-1.1). These procedures are expected to
be approved by the CCC at its 2017 Quarter four meeting. In addition, CPPS provided
comments on Reliability Standard Audit Worksheets (RSAWs): BAL-002-2, IRO-018-1(i),
PRC-026-1 and TOP-010-1(i).

• The Organization Registration and Certification Subcommittee (ORCS) is working with
the ERO Organization Registration Certification Group (ORCG) to improve Section 500 by
proposing modifications to the registration process for a Jointly Registered Organization
and Coordinated Functional Registrations.  In addition, ORCS is providing volunteers to
test the new ERO Entity Registration tool-xRM with the expectation that the
stakeholders will provide input to improve the tool. This activity may lead to changes in
the 2017 Organization Certification Program Activities document.

• The CCC Executive Committee is working with NERC to develop the CCC 2018 Work Plan.
The Work Plan is expected to be approved by the CCC at its 2017 Quarter four meeting.

• The next CCC meeting will be November 29-30, 2017, hosted by Florida Power & Light
(FPL) in Juno Beach, FL.



OPEN DISTRIBUTION 
10/19/2017 

North American Transmission Forum, Inc. 
www.natf.net 

TO: NERC Board of Trustees (BOT) 

FROM: Thomas J. Galloway, NATF President and CEO   

SUBJECT: NATF Periodic Update to the NERC BOT – November 2017 

Attachments: 1. NATF RISC Priority Leadership 
2. EPRI/NATF Resiliency Initiative
3. NATF External Newsletter – October 2017

The North American Transmission Forum (NATF) mission is to promote excellence in the reliable operation of 
the electric transmission system, with the vision to see reliability continuously improve.  To augment our 
strategic goals, the NATF has five 2017 focus areas: 

1. Resiliency / Security (tangible actions to mitigate, respond to and recover from severe casualties)
2. Human Performance / Skilled Workforce (reduced error frequency/consequences
3. Equipment Performance and Asset Management
4. Operating Experience Exchange – cause analyses, corrective action, and lessons learned
5. Continuous performance improvement / mechanisms / processes / training

Over the last several years, the Reliability Issues Steering Committee (RISC) priorities have matured and 
stabilized.  The NATF sees considerable industry benefit to focus on RISC priorities to advance reliability, 
security, and resiliency; leverage strengths of various organizations; and avoid duplicative effort.  To that end, 
NATF has added emphasis on RISC priorities in our long-range plans.  (see attachment 1). 

NATF’s Resiliency efforts are managed under our Initiatives program (see below and attachment 2).  

As detailed in NATF’s June external newsletter 
(attachment 3), recent work Resiliency work 
includes NATF’s “Spare Tire” project (posted 
publicly), a comparison of Spare Tire with 
NERC-FERC PRASE, and work with EPRI to 
differentiate Reliability and Transmission 
Resiliency and set the stage for clarifying 
Transmission Resiliency in a larger resiliency 
context. 

NATF/EPRI completed an Oct 2017 Resiliency 
Summit containing detailed information on a 
variety of superior practices. The next Summit 
is scheduled for May 2018. 

NATF work is ongoing in response to the 
August 2017 BOT Resolution on Supply Chain 
Cyber Security.  A multi-disciplined Task-team 
has been formed and general approach 
developed.  Verbal updates in November and 
written plans to be shared in Feb 2018 BOT. 

NATF issues a comprehensive and detailed quarterly newsletter highlighting various programs and activities.  A 
streamlined version is distributed outside the membership.  The October 2017 OPEN newsletter is included as 
attachment 3.  This issuance highlights out Peer Review program and upcoming workshops. 
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NATF shares many common objectives with NERC.  To advance these common objectives, and minimize 
redundant efforts, we hold periodic coordination meetings between the senior leadership of both organizations. 
The last session was completed August 31, with the next planned for 4Q17.  August agenda topics included: 

1. RISC priorities
2. Resiliency / Security

a. NERC BOT Resolution re: Supply Chain Standard (NATF role)
b. NATF/EPRI October 2018 Resiliency Summit
c. Tangible examples of Resiliency improvements
d. NATF “Spare Tire” project / emergency communications
e. Status / Issues re: CIP implementation

3. Protection System Mis-operation initiatives
4. Equipment Performance Issues, including NERC inverter based resource task force
5. Human Performance / 2018 Joint HP Conference
6. Other Coordination Topics

a. NERC entity data sharing with NATF
b. NATF Cause Code expansion for TADS
c. Other Information Sharing / Compliance Implementation Guidance

cc:  
ERO: G. Cauley, M. Lauby, J. Merlo, A. Koch, K. McIntyre, C. Edge, S. Noess, T. Buzzard 
NATF: R. Carter, K. Keels, C. Sills, T. Aldred, Letter Log 
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Attachment 1: NATF Focus on Selected RISC Priorities 

NATF work (leading, supporting, advising) on specific RISC priorities has industry reliability and 
resiliency.  The NATF board supports work on a select set of RISC priorities consistent with our focus and 
to limit duplication of effort. Logical candidate topics for NATF involvement include asset management, 
human performance and skilled workforce, and resiliency.  Examples are listed below. 

Asset Management (RISC profile 4, selected activities) 

• Improve data gathering for equipment failure modes and improve the dissemination among
equipment owners, manufacturers, and vendors.

• Evaluate performance trends using additional data collected by event analysis to extract insights,
issues, and trends for dissemination across industry participants.

• Learn from successful asset management programs, maintenance, and lessons learned to gain
insights on trends in effective asset maintenance and increase dissemination of best practices.

• Develop industry guidelines on protection and control system management to improve performance.

• Establish sharing of technologies or processes that aid in condition monitoring, failure prevention,
spare sharing, and recovery.

• Implement best practices from the sharing of technologies or processes that aid in condition
monitoring, failure prevention, spare sharing, and recovery.

Human Performance / Skilled Workforce (RISC profile 5, selected activities) 

• Expand their communication of insights regarding best practices for increasing HP.

• Determine the extent of expected skill gaps and develop recommendations to address the skill gaps
(e.g., curricula, programs, industry support).

• Promote expanding training and education programs to include HP and recruitment of the next
generation of skilled workers.

• Promote the use of (standardized) cause codes to establish a common understanding of HP triggers,
collect and evaluate trends in data, and develop metrics as needed.

• Explore the development and widespread use of a near-miss database which will leverage industry
data sources to identify patterns and risk.

• Consider and implement high-value recommendations developed to address skills gaps identified in
the short-term mitigation mentioned in the 1–2 year timeframe.

• Develop and implement a sustainable process to analyze and disseminate best practices for HP.
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Resiliency (Compilation from Natural Events, Physical, and Cyber) (Selected activities, various 
profiles) 

• Leverage best practices and the sharing of lessons learned to expand coordination during extreme
weather events among RCs, BAs, and TOPs.

• Identify and promote specific resiliency best practices to plan for extreme events.

• Develop a catalog of regional/national exercises that incorporate extreme physical events and share,
thus supporting increased participation across industry.

• Promote specific resiliency and vulnerability assessment best practices with planning for extreme
events, including good physical security assessment practices.

• Develop an event guideline outlining prevention strategies and event response and recovery
protocols for sabotage scenarios.

• Review and update restoration plans to account for physical security scenarios.

• Develop mitigation strategies and physical security assessment best practices.

• Facilitate planning to reduce the number/exposure of critical facilities.

• Create and foster an internal culture of cyber awareness

• Develop a risk process to address the potential impacts of physical and cyber security threats and
vulnerabilities

• Develop a peer review process for emerging (cyber) risks

• Develop agreed-upon levels of cyber-resilience suitable for BPS planning and operations

• Develop industry operating guidelines that incorporate an agreed-upon level of cyber resilience.
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Attachment 2. / RELIABILITY AND RESILIENCY REVISITED – JULY 2017 
In November of 2015, the North American Transmission Forum (NATF) published a short document 
addressing reliability and resiliency, and highlighting the electric industry’s efforts related to these tasks.  
Since its initial publication, significant activity, research, and results have been achieved, and the Technical 
Advisory Group (TAG) created jointly between the Electric Power Research Institute (EPRI) and the NATF 
determined it was time to update, revise, and reinforce certain aspects related to reliability and resiliency. 

BACKGROUND 

The electric grid serves as a vital societal function and an essential aspect of national security. Every sector of 
the national economy, from food production, banking, manufacturing, and retail distribution, depends on it.  
Electricity users have come to expect a high degree of electric reliability and availability, and meeting those 
customer expectations is a fundamental delivery requirement for all electric utilities.  

Beyond the economy, extended power outages can also have severe consequences on national defense, 
communications, water and waste water, healthcare, emergency management, transportation, and law 
enforcement.  There are also interdependencies among other critical infrastructures (e.g. the gas and electric 
industries), as well as needs for workforce support, and considerations for local, state, and federal levels of 
collaboration and assistance. 

While delivery of electric service has been very consistent and highly reliable for much of the past 100 years 
of the development, expansion, and continuous operation of the power grid across North America, it was 
realized that the focus solely on reliability, based on frequency and duration of power outages, may be 
insufficient in improving system integrity and availability of electric power going forward.   

Today, risk-based strategic planning and communications decisions are called for that may be different for 
each utility.  One size does not fit all because of the many variables each utility faces, including dissimilar 
threat levels, available resources, corporate cultures and risk tolerances, geographical locations, and 
regulatory policies. Appropriate and cost-effective solutions must be determined by each utility. 

RELIABILITY 

Electric system reliability has been, and will always be, a fundamental objective of electric utility providers, 
because keeping the lights on and delivering electric service that meets customer expectations is the ultimate 
goal.  For our purposes, transmission system reliability is defined as the ability of the system and its components 
to withstand instability, uncontrolled events, and cascading failures, during normal operation and routine (i.e. 
reasonably expected) events.  

RESILIENCY 

Electric utilities typically manage system reliability through redundancy and risk-management strategies to 
prevent disruptions from routine hazards.  It is the new hazards and extreme events, coupled with society’s 
increased dependency on electricity, that have raised the importance of grid resiliency.   

Therefore, in our context, transmission system resiliency is defined as the ability of the system and its 
components (i.e. both the equipment and human components) to minimize damage and improve 
recovery from non-routine disruptions, including high impact, low frequency (HILF) events, in a 
reasonable amount of time.   

Resiliency includes a diverse range of topics, such as flexibility, hardening, security, and recovery. 
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HOW ARE NATF AND EPRI MEMBERS ADDRESSING RESILIENCY? 

Improving resiliency requires a systematic, strategic approach, and seeks cost-effective solutions that may be 
unique for individual utilities. More resilient system designs can be integrated into the planning, design, and 
construction processes.  System investment strategies for hardening, upgrading assets, and spare equipment 
need to be cost-effective, flexible, agile and permit the adoption of new technologies. 

Since 2013, EPRI and the NATF have co-hosted numerous industry summits to drive action on various 
aspects of resiliency.   The industry continues to make tremendous investments to improve their systems, 
such as GMD studies, more robust security measures (including work to address requirements of CIP V5 and 
CIP-014), new control centers, improved spare equipment strategies, the creation of new modeling software 
to determine potential weak spots that were previous unrecognized, etc.    

The NATF has been hard at work on a “Spare Tire” project investigating system operations under severely 
degraded control and communications conditions.  In April 2016, EPRI launched a three-year project studying 
the potential impacts of an electromagnetic pulse (EMP) on the power grid.  The results of this research and 
development will provide a factual basis for the industry regarding the threats, consequences, and potential 
mitigation measures for EMP.  Additionally, a new EPRI project is looking at emergency recovery 
communications to be used after catastrophic (i.e.: “Black Sky”) events. 

CONCLUSIONS 

Efforts to improve reliability and resiliency involve risk-based, strategic decisions that may be different for 
individual utilities.  Available resources, level of risk tolerance, geographical locations, and regulatory policies 
will influence the type of investments, planning, designs, construction, upgrades, and operations for each 
system.  New threats, hazards, and vulnerabilities continue to arise even as utilities work to protect against 
today’s challenges, so utilities must also remain vigilant for emerging threats. 

The joint TAG will develop and publish additional resources covering in greater detail the many facets (i.e. 
flexibility, hardening, security, recovery, etc.) of reliability and resiliency. 

NEXT STEPS 

October 2017 Resiliency Summit – major topics covered 

Open session 

• External panel: Policy / Regulatory considerations re: Resiliency
• Structural shielding from multiple threats (Blast protection/IEMI/HEMP)
• NATF Supplemental Operating Strategies (Spare Tire) Update
• Summer 2017 Survey Summary Results

Closed (Member Only) Session 

• Summer 2017 Survey Detailed Results
• Cyber Resiliency
• Resiliency in Control Center Design and Construction
• Resiliency and protection of critical substations

o Hardening of Control Houses
o Protection and control equipment in substations
o Transmission Line Hardening

May 2018 Resiliency Summit – likely topics 

• Compilation of existing superior practices per Mode/Hazard
• Progress towards standardized maturity model
• Next iteration – NATF Resiliency Survey
• Walkthrough EMP Test Lab
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North American Transmission Forum External Newsletter 
October 2017 

NATF Program Overview: Peer Reviews 
The NATF Peer Review Program consists of evaluations of a 
member company’s procedures, practices, and processes by a 
group of subject-matter experts from other NATF members. 

Each review consists of two to four days of interviews and 
observations, followed by a report to the host member’s 
executives and staff.  Best practices are shared with the 
applicable NATF practice groups, and specific positive 
highlights and recommendations for improvement are 
provided to the host. 

Peer review team members bring valuable information back 
to their own organizations after the review because of the 
discussions during the interviews.  Team members exchange 
practices and lessons learned with one another and build new 
personal relationships in the process. 

NATF Posts Documents for Industry Use 
To benefit the industry and inform regulators of ongoing work, the NATF posts select documents 
on its public website (www.natf.net).  We recently posted the following four documents: 

Document Description 

NATF Practices Document for NERC Reliability 
Standard CIP-014-2 Requirement R4 

Guidance for conducting evaluations of potential 
threats and vulnerabilities of a physical security 
attack against a Transmission station, Transmission 
substation, and/or a primary control center 

NATF Practices Document for NERC Reliability 
Standard CIP-014-2 Requirement R5 

Guidance for a physical security plan—includes a 
template to help with CIP-014 R5 documentation 

NATF Document for Implementation and Use of 
Transient Cyber Assets (TCAs) – NERC Reliability 
Standard CIP-010-2 Requirement R4, Attachment 1, 
Sections 1 and 2 

Implementation guidance for members and industry 
related to TCAs; developed on a template conducive 
to NERC’s compliance guidance initiative 

Transmission System Resiliency – An Overview An update to the NATF resiliency summary created 
in 2015 

The CIP-014-2 documents are updates to previously posted NATF CIP-014-1 documents to align 
with the current version of the standard.  

Peer Review Improvement Cycle 

http://www.natf.net/documents
http://www.natf.net/
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NERC Compliance Implementation Guidance Submittals and Endorsement 
On a case-basis, the NATF develops practice or guidance documents related to topics that are 
associated with NERC Reliability Standards.  Below is an update of documents submitted to 
NERC for consideration as compliance “Implementation Guidance.” 

Submittals 

All three CIP-related documents mentioned in the article above have been submitted to NERC for 
consideration as Implementation Guidance. 

Approval 

NERC recently endorsed the “NATF MOD-033-1 Methodology Reference Document” as 
Implementation Guidance.  The document, which provides guidance on model validation, is 
posted on the NATF public documents and NERC compliance guidance pages. 

Business Plan and Budget 
Members approved the NATF 2018 Business Plan and Budget, which lists planned activities and 
resource requirements for next year.  The NATF will conduct activities in various program areas 
(e.g., peer reviews, practices, assistance, training, metrics, reliability initiatives, and operating 
experience sharing) and coordinate externally to promote reliability and resiliency excellence, 
with an increased focus on addressing issues and risks related to the scope and pace of electric-
industry change. 

Workshops 
In addition to regular web meetings, NATF working groups hold annual workshops and in-
person meetings.  Recent and upcoming activities include: 

• Operator Training Workshop (August)

• Substations and Asset Management Workshops (September)

• Operating Experience Workshop (October)

• Vegetation Management Workshop (October)

• Resiliency Summit (October)

• Security Workshop (November)

• System Operations Workshop (November)

• Transmission-Nuclear Power Plant Interface Workshop (November)

http://www.natf.net/documents
http://www.nerc.com/pa/comp/guidance/Pages/default.aspx


North American Generator Forum 

TO: NERC Board of Trustees 
Gerry Cauley, NERC President and CEO 

FROM:  Allen D. Schriver 
Chief Operating Officer, North American Generator Forum (NAGF) 

DATE: November 9, 2017 

SUBJECT: NAGF 2017 Fall Report 

----------------------------------------------------------------------------------------------------------- 

The NAGF and UVIG, the Utility Variable-Generation Integration Group, organized an 
NAGF/UVIG workshop held at the NERC Washington D.C. Office on September 
19th and 20th. The goal for the Workshop was to begin the discussion of non-
synchronous generation capabilities, constraints and economics and how to operate 
wind, solar and battery storage to provide Essential Reliability Services, the voltage 
support, ramping and frequency response required for system reliability. To enable 
collaboration, the workshop planners invited the DOE, FERC, NERC, system 
operators, GO/GOP’s and the OEM’s to attend.  The group discussed options to 
run the system with greater levels of non-synchronous generation and storage. The 
Workshop was a great opportunity for the bi-directional transfer of knowledge 
between system operators/regulators and the GO’s/OEM’s. 

Agenda topics included: 

• Essential Reliability Services
• Capabilities of Non-Synchronous Power Plants
• Solar: Inverter-based Technology Resource Task Force
• Wind: Ride Through of Repeated Voltage Disturbances
• System Operator Concerns/Discussion/Lessons Learned
• Getting More from Non-Synchronous Resources
• Operating and Planning Practices
• Additional Challenges and Alternatives

Much of the discussion centered around the capabilities of the equipment with 
ISONE, ERCOT and CAISO questioning the OEM’s on the ability to provide 
Essential Reliability Services. The NAGF and UVIG members also contributed 
knowledge of the operational requirements and economics. The OEM’s strongly 
expressed a need for a document noting standard design requirements for solar 
inverters, much like an IEEE Standard or European Grid Code. The design 
requirements, for example would be the control requirements to enable the inverters 
to supply voltage support and frequency response. In addition, the workshop 
attendees also discussed the capabilities and different operating paradigms of 
battery storage.  
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The meeting ended with the following recommendations: 
• The industry needs to continue to work together on this issue 

because there are currently too many gaps 
• The group needs to develop a guidance document detailing how the inverter 

OEM’s should program their inverters to perform voltage support, 
ramping and frequency response 

• The workshop should be held again in six months and include more 
discussion on distribution solar, battery storage and the market rules 
for both 

 
 
 
 
 
 

The NAGF would like to thank NERC and Gerry Cauley for providing meeting space 
at the NERC Atlanta Office for the NAGF to hold its Board meeting followed by the 
NAGF Annual Meeting on October 10 - 11, 2017. The following is a list of topics and 
presenters: 
 

• Keynote Speaker – Gerry Cauley, CEO, NERC 
• Generator Compliance Lessons Learned – Curtis Crews, Texas RE 
• NPCC Risk Based CMEP Implementation Update – Scott Nied, NPCC 
• Internal Controls – Mary Cooper, Cooper Compliance & Ron Dorbeck, SOLV 
• UVIG and NAGF Workshop – Al Schriver, NextEra Energy; Brad Collard, 

SunPower; Mike Gabriel, Ethos Energy 
• System Reliability: The TOP/BA/RC Perspective - Tom Galloway, CEO, 

NATF 
• Primary Frequency Response -  Al Schriver, NextEra 

 
 
And Breakout Sessions: 
 
Time CIP 

Presentation 
CIP Speaker 693 

Presentation 
693 Speaker 

1:00 Patching Lessons 
Learned  
 
 

Michele Wright, 
Fox Guard 
Solutions 

PER-006 Rocky Sease & 
Kathy Cross, 
SOS 
International 

2:00 Project 2016-03 
CIP Supply Chain 

Mark Olson, 
NERC 

PRC-019, PRC-
024, and MOD-
025 

David Lemmons, 
Ethos Energy 

Break (3:00 – 3:15) 
3:15 Implementing 

CIP for Low 
Impact Facilities 

Josh Sandler, EY MOD-026 and 
MOD-027 

Ted Risher, The 
Energy Group 

4:15 Cyber Threat to 
Industrial Control 
Systems 

Earl Shockley, 
InPOWERd & 
Roger Hill, 
Veracity 
Industrial 
Networks 

Project 2016-04 – 
Modifications to 
PRC-025 (30 
min) 

Scott Barfield, 
NERC 

5:15 Project 2016-02 – 
CIP Modifications  

Mat Bunch, 
NERC 
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